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FOREWORD
Welcome to the sixth edition of Radar, where we ask who 

poses the greatest threat to your company and how can tech-
nology anticipate, analyze and prevent this risk? 

One of the primary themes that runs deep through this edi-
tion of Radar is trust. 

Trust has underpinned foundational financial services like 
banking from inception. There is an implicit degree of trust in 
many of the relationships that are vital to the corporate and com-
mercial environment, whether employer/employee, firm/client, 
firm/vendor, even regulator/regulated. We trust that brokers will 
be honest and open with their advice; we trust that emails we 
receive are from who they say they are; we trust that compliance 
officers will practise what they preach and not abuse the access 
they need to do their job. But as we know, this is not always the 
case. This issue exposes the downside of this abuse of trust and 
how to prevent it. 

This is not endemic. The majority of us can be trusted, but 
there are reasons why a watchful eye is required. Systems need 
to be in place so that firms know who to trust, who not to trust, 
and who can be brought back from the edge. The solution lies 
in the technology. 

This edition of Radar explores the various insider threats to 
your company: from clumsy and inevitable data breaches, to the 
holes in corporate infrastructure that might facilitate malprac-
tice, to how firms are defining, dividing, qualifying and escalat-
ing alerts when risk is identified. 

We also speak to a wealth of fantastic industry leaders: Alma 
Angotti, Managing Director of Risk and Compliance at Navigant 
discusses her career, tech and the challenges facing compliance; 
insider threat specialist, Stacey Champagne, gives us an essen-
tial guide to Insider Threat and Risk; and regulatory expert (and 
Reed Smith Partner) Tim Dolan, talks regulators’ expectations, 
SM&CR and enforcement. 

We hope you enjoy this issue, which is now also available 
online at radar.behavox.com, where you can find daily news 
updates, exclusive content and information about our own 
upcoming industry events.
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Technology is transforming the financial services indus-
try faster than ever, from the trade floor, to the way busi-
nesses interact with consumers, and even the methods used 
by regulators to exercise their powers. 

One thing is for certain, the pace of change is quicken-
ing: it’s constant and inescapable. As the industry awakens 
to this idea, we take a dive into the views and expectations 
of a handful of global regulators when it comes to tech.

UK – FINANCIAL CONDUCT AUTHORITY: 
ENABLING CHANGE THROUGH “TECH-
ACTIVISM”

In April 2019, the FCA published its business plan for 
the coming year. Technology stands out as a prominent 
theme throughout. The FCA’s stance is unambiguous: it’s 
prioritising tech and weaving it into plans for the coming 
year, both in its internal processes and what it expects to 
see from the regulated. 

Financial crime and anti-money laundering (AML) are 
highlighted as a cross-sector priority. In particular, the FCA 
sets out plans to use “intelligence, data and technology to 
improve our approach to anti-money laundering, bribery 
and corruption.” The FCA is embracing change and seek-
ing new solutions to legacy problems, perhaps unsurprising 
given that, due to technological advances, financial crime 
is more sophisticated than ever. Essentially, it intends to 
develop new technology to tackle the dangers and chal-
lenges that emerging technology creates. It’s fighting fire 
with fire and “supporting the use of innovative technol-
ogies through the work of RegTech to strengthen indus-
try defences”. 

A second cross-sector priority for the regulator is a focus 
on “innovation, data and data ethics”. The FCA recognises 
that “data and technology are increasingly driving change 

Global regulators' views on 
technology: innovations and 
expectations
Until recently, some financial regulators have seemed reserved, even trepidatious, 
when it comes to grappling with and addressing technological change. However, the 
tide is turning fast and we’re now seeing regulators tackling the issue head-on. With 
this in mind, we explore some of the differing views and expectations of regulators 
across the globe.

by Jennie Clarke

Andrew Bailey, CEO of the FCA, is looking to expand the regulator’s 
remit to “enable change”.
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in financial markets” and points to its “longstanding stra-
tegic commitment to supporting innovation”, which has 
included measures such as the Regulatory Sandbox and 
RegTech Techsprints. The FCA has further demonstrated 
its commitment to tech and innovation with the appoint-
ment of Nick Cook as its first ever Director of Innovation 
in March. Commenting on his role in a speech delivered in 
June this year, Cook noted that, as well as being the “natu-
ral step in [FCA’s] innovation journey”, it also was in keep-
ing with CEO Andrew Bailey’s recent comments that “reg-
ulation has traditionally been summed up by three verbs: 
to forbid, to require, to permit”. In his view, another phase 
should be added to this approach; to enable change – a 
regulator should enable change to happen that is consis-
tent with its objectives.

Cook directly addressed the FCA’s views on tech, as 
well as those of the wider industry. He noted that there 
is a lingering awkwardness surrounding whether regula-
tors should take the lead in encouraging or insisting that 
firms invest in and embrace new technology, or whether it 
should remain “technology-neutral”: “should we talk solely 
in terms of “outcomes” while remaining “agnostic” or can 
we show a preference for certain technologies?”. The answer, 
he concludes, is that technology is embedded in the deliv-
ery of financial services and a fundamental driver of con-
sumer outcomes – “it seems to me untenable for regula-
tors and central banks to not have an opinion”. 

Instead, Cook endorses the concept of “tech activism”, 
listing examples of instances where the FCA “has been 
vocal in [its] desire to see further innovation and progress,” 
such as financial crime and AML. The FCA will continue 
to push forward with its pro-tech agenda, he adds: “these 
will not be the only occasions or areas where we call out 
the specific issues and problems to which we would like to 
see further innovation and progress”.

The message coming out of the FCA is bold and for-
ward-thinking, but one might ask whether their actions 
will live up to their words. While we are yet to see any 
tech-specific enforcement, where firms are actually penal-
ised for failing to embrace new systems, we are seeing the 
FCA tackling issues posed by tech. In September 2019, the 
FCA brought legal action against a former VTB banker after 
he was found to have deleted WhatsApp messages that he 
allegedly knew to be relevant to an investigation. This was 
the first time the regulator has charged an individual with 
this crime under the Financial Services and Markets Act, 
and we would hazard may not be the last. 

Firms are similarly experiencing a different approach 
from the regulator. One Behavox roundtable attendee, 
Head of Surveillance at a Tier-1 multinational bank, com-
mented that FCA had been “quite aggressive” in its direc-
tions regarding “fixed income, its calibration and the sys-
tems people are using”. He noted that the FCA was getting 
prescriptive in saying that new compliance technology “can’t 
just be out of the box – it must be tailored to your firm’s 

specific area of risk.” As a result, this firm brought in some 
data scientists and took steps to tailor its controls and sys-
tems: “we fine-tuned it, we’re not just out of the box now.” 
Another roundtable attendee in New York commented that, 
when considering global regulators’ approaches to tech, the 
UK regulator is “right up there”. 

US – SECURITIES AND EXCHANGE 
COMMISSION: SMART-TECH NEEDS SMART 
PEOPLE 

A recent disciplinary action brought by six US securi-
ties exchanges saw a registered broker-dealer fined $60,000 
for its reliance on manual processes. What was particularly 
interesting was that the exchanges found no instances of 
abuse or errors by the broker. However, the decision out-
lined that the manual process used was not a reasonable sys-
tem of risk management control or supervisory procedure. 
In other words, a manual system in itself was enough to 
warrant disciplinary action. If this is the approach taken by 
the exchanges, might this be the eventual course of action 
from the regulators?

The US Securities and Exchange Commission (SEC), 

Jay Clayton, Chairman of the SEC, has highlighted data analytics as “an 
increasingly important part of OCIE’s risk-based program.”
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much like FCA, is yet to take enforcement action that spe-
cifically references a firm’s use (or failure to use) of tech-
nology. That said, the SEC has alluded to such failings in 
recent decisions, specifically those concerning supervi-
sion and reporting systems. In July 2019, the SEC settled 
a $25m charge with Nomura Securities International Inc 
after it found the firm to have inadequately supervised its 
traders in their sales of mortgage-backed securities. The 
SEC determined that Nomura had insufficient compliance 
and surveillance procedures in place. It is not a big stretch 
to suggest that even though there was no direct reference 
to the use of technology, this might be what the enforce-
ment team concluded in analyzing the firm’s supervisory 
adequacy. 

Much like other global regulators, the SEC encourages 

the use of technological systems and innovation across 
firms, but is also using it to bolster its own regulatory 
regime. As Steven Peikin, Co-director of the Division of 
Enforcement at the SEC, highlighted in his keynote speech 
at the Southeastern Securities Conference 2019: “in recent 
years, the Division has developed a number of proprietary 
tools and capabilities for analyzing vast quantities of data 
to identify suspicious patterns...In the past year, the Com-
mission also brought significant insider trading cases that 

may not have been possible without our ability to analyze 
voluminous amounts of data, including trading data and 
communications metadata.”

The SEC’s implementation of tech to fortify its existing 
regulatory regime carries into the SEC’s Office of Compli-
ance Inspections and Examinations (OCIE), as highlighted 
by SEC Chair, Jay Clayton, in his keynote remarks given 
at the Mid-Atlantic Regional Conference in June 2019. In 
particular, Clayton noted that OCIE is turning to data ana-
lytics, which is “an increasingly important part of OCIE’s 
risk-based program, and OCIE has developed proprietary 
tools for analyzing data in support of the program.” 

HAL, or the High-Frequency Analytics Lab, is one such 
proprietary tool developed by OCIE “to enhance the SEC’s 
capabilities in examinations and oversight”. It gives SEC 
staff an oversight of market microstructure, which includes 
high-frequency trading. OCIE has also developed NEAT, or 
the National Exam Analytics Tool. As Clayton highlighted, 
this “allows examiners to collect and analyze large datasets 
of trading records to identify potentially problematic activ-
ity and better understand a firm’s business during exam-
inations. These reports help to identify registrants engag-
ing in potentially unfair market practices, and to shed light 
on major market events.”

The SEC is harnessing technology, meaning two things 
for firms: firstly, the regulator is smarter in its own pro-
cesses and more likely to catch out malpractice; and sec-
ondly, the regulator will be expecting firms to take similar 
steps to upgrade their own systems.

An anonymous source who used to be on the staff at 
OCIE told Radar that, while SEC ramps up its efforts to 
employ tech from the inside, it might lack the staffing abil-
ity to truly take full advantage at this moment in time: “the 
whole challenge for the Commission right now is that they 
have a lot of data and a lot of reports but the older gener-
ation are just not comfortable analyzing that and making 
the most of the insights that lie within the data. There is 
huge potential in the analytics there but the right people 
need to be working on it and applying it.”

What is interesting here is the direct parallel that can 
be drawn between regulator expectations of firms, and 
the reality that meets them: we often hear at roundtables 
that regulators put pressure on firms to modernise their 
systems, but in order to glean meaningful insights from 
those new systems there has to be a significant investment 
in staff, which is often stopped by budget availability. For 
instance, until recently, the SEC has been faced with an 
industry-wide hiring freeze.

US – FINANCIAL INDUSTRY REGULATORY 
AUTHORITY: FACILITATING INNOVATION

When it comes to deployment of technology, FINRA 
is looking to keep ahead of the curve. In July 2018, FINRA 

Haimera Workie, Head of FINRA’s newly created Office of Financial 
Innovation, views the new office as a “facilitator” rather than a pre-
scriptive regulatory body.
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issued a special notice seeking comment and ideas on how it 
could best keep current and help its members to understand 
the potential in FinTech. In September 2018, it released a 
RegTech report, focusing on developing technology to sup-
port compliance functions in the securities industry and 
exploring the implications it would have on broker-dealers. 

FINRA has consistently portrayed itself as a regula-
tor keen not only to embrace, but to get ahead of, tech-
nological change. This culminated in April 2019 with the 
opening of FINRA’s new Office of Financial Innovation; a 
department that focuses on improving innovation and col-
laboration within FINRA, regulators and the wider indus-
try. Radar sat down with the Head of the new Office, Hai-
mera (Haime) Workie, and FINRA’s Director of Financial 
Innovation, Kavita Jain, to better understand its attitude 
towards emerging tech and trends.

The pair started working together around two years ago 
with the initial launch of FINRA’s innovation outreach ini-
tiative, from which the Office of Financial Innovation was 
born. Rather than being an instructive or prescriptive reg-
ulatory voice, the Office was created as a support tool for 
member firms. As Workie pointed out, “it was designed 
to ask firms about what pressure points they’re seeing in 
terms of being able to bring their ideas about innovation 
to fruition”.

While some regulators set out technological expecta-
tions of firms under their jurisdiction, FINRA’s attitude is 
that of “facilitator”. Workie explained “as firms are having 
issues or challenges, we try to have conversations with them, 
and to the extent that we can see things that they should be 
considering...we give information about how they should 
be approaching the issues.” The office frequently publishes 
whitepapers with topics ranging from RegTech to block-
chain. Jain notes that while these whitepapers are useful to 
firms, they are also helpful for FINRA insofar as it “main-
tains an ongoing dialogue, so that we can keep our finger 
on the pulse and get a better sense of new technologies”. 

As well as white papers, FINRA’s office also engages the 
industry through conferences, regional roundtables, sym-
posiums, investor education groups and annual confer-
ences. These aren’t just limited to financial services firms 
either, “we invite other players in the ecosystem too, like 
vendors, academics and economists”. FINRA strives not 
just for tech-awareness, but to have a deep understanding 
of new technologies. This allows the regulator to tackle 
industry issues from a position of knowledge and exper-
tise and to anticipate challenges before they affect inves-
tors, firms and regulators alike. 

Despite FINRA’s investment and expertise regarding 
innovation and technology, it remains non-prescriptive in 
terms of what technologies it expects its members to adopt. 
Workie commented “we’re technology agnostic in the sense 
that the requirements are really what the rules state so it’s 
frequently around having reasonable policies and proce-
dures. So if they have different techniques, whether they’re 

manual or technology enhanced, we tend to be agnostic 
so long as they’re meeting their requirements as set out in 
the context of the rules.”

But, as Jain points out, technology within the finan-
cial services industry is “not always driven by regulatory 
requirements”. From FINRA’s perspective, “technology 
could really transform all segments of the financial services 
industry”: from customer interaction, chat-bots, wealth 
management, trading, research and even the compliance 
function. The biggest challenge posed by tech? Training staff 
to manage it. Echoing the concerns raised by the anony-
mous source at SEC, Jain added, firms need to “ensure peo-
ple know their roles, what they’re doing and what they’re 
permitted to do with the tech. Insider threat is a huge prob-
lem”. 

AUSTRALIA – SECURITIES AND INVESTMENTS 
COMMISSION: EMBRACE TECH OR EXPLAIN 
WHY NOT

Of all the global regulators we’ve spoken to, ASIC has 
been the most bold in taking a prescriptive approach to 
their expectations of regulated firms and their use of emerg-
ing technology. In March 2019, ASIC’s Director of Finan-
cial Services, Michael Saadat, announced an “if not, why 

Kavita Jain, FINRA’s Director of Financial Innovation, expressed that the 
biggest challenge posed by new tech is training the staff to manage it.
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SINGAPORE – MONETARY AUTHORITY OF 
SINGAPORE: EMBRACING TECH, BUT NOT 
EXPECTING IT

The Monetary Authority of Singapore (MAS) appears 
to be obsessed with technology, releasing new initiatives to 
boost innovation and technological change almost monthly. 

This obsession is nothing new – as MAS’s Assistant Man-
aging Director of Technology, Vincent Loy, recently pointed 
out, MAS has been issuing guidance relating to technol-
ogy risk management since 2001. In 2016, it launched a 
FinTech Regulatory Sandbox. While other regulators have 
since introduced Sandboxes to help firms innovate, MAS 
went further and launched “Sandbox Express” “to provide 
firms with a faster option to test innovative financial prod-
ucts and services in the market”. MAS wants new tech and 
it wants it now.

MAS could be seen as ahead of the rest in terms of inno-
vation-focused regulation. However, in some areas it keeps 
pace with other global regulators. For instance, in March 
2019 it unveiled plans for a technology group; a group that 

“brings together expertise in data analytics, information 
technology and cybersecurity to support MAS as a digi-
tally enabled and secure organisation and strengthen the 
supervision of technology risks in the financial sector”. 

As for how technology will affect the financial services 
workforce, MAS is acutely aware of the challenges that 
technology poses for its staff. Chief Data Officer, Dr David 
Hardoon, recently opined, “one of the key tasks of MAS is 
to work with the industry to build a smart financial cen-
tre with a skilled and adaptable workforce”. 

Much like FINRA, MAS understands that training and 
re-skilling of staff is essential to the effective implemen-
tation of new tech. Its response “is not to avoid it but to 
equip workers so that they can take on the higher value job 
roles that technology will enable.” This is demonstrated in 
its recent launch of a “Skills Framework for Financial Ser-
vices”, which helps employers conduct skills training across 
all business lines. MAS has already taken steps to train its 
own employees, and is re-skilling those whose jobs are 
altered by the emergence of new tech: “for example, many 
bank tellers, whose job roles have been impacted by tech-
nology, have since been re-skilled and re-deployed as dig-
ital ambassadors, video tellers, customer service officers, 
and even chatbot trainers.”

However, while MAS is acutely aware of the pres-
ence of tech, and has taken steps to facilitate and innovate 
around it – there is little to suggest that they’re expecting 
firms to get on side. While other regulators have set out 
(whether implicitly through enforcement action or explic-
itly in speeches) an expectation that firms should be mov-
ing towards automated systems, MAS has been less bold, 
less prescriptive so far. •

not” approach will be adopted to force banks to explain 
when they aren’t using the latest technology – including 
systems used by start-ups. While many global regulators 
have merely been implicit in setting out their expectations, 
ASIC is far from unequivocal. 

This has since been followed up in ASIC’s 2019-23 cor-
porate plan, in which it sets out a vision of a “fair, strong 
and efficient financial system for all Australians”. Much like 
the message coming out of the FCA 2019-20 Business Plan, 
ASIC’s vision of the future is founded on technology. Over 
the next four years, ASIC plans to roll out a new enforce-
ment strategy, with an increased focus on “more intensive 
supervision” and “a greater use of next-generation regula-
tory tools”, including artificial intelligence, behavioral sci-
ence and data analytics.

Innovation, technology and behavior are a common 
thread throughout the 52-page document. ASIC highlights 
that its Office of Enforcement, which was established in 
2018, will play a crucial role in overseeing the use of emerg-
ing technologies to enhance its enforcement capabilities. 
Moreover, the regulator has made a commitment over the 
next four years to “facilitate advancements in technology 
that are beneficial to consumers, investors and markets”. It 
will do this by “supporting the Fintech, supervision tech-
nology (Suptech) and Regtech sectors through [its] Innova-
tion Hub.” ASIC hopes that such steps will move to deliver 
better outcomes, both in terms of regulatory compliance 
and consumer experience. It will also allow the regulator to 
understand and anticipate the potential harms that techno-
logical changes can bring about. ASIC is joining the global 
movement, alongside other regulators, to encourage new 
ways of thinking to achieve compliance goals, and form-
ing new teams to ensure such action is taken.

ASIC has launched numerous programs and initiatives 
that demonstrate its commitment to the cause. In 2018 it 
launched an investigation into how natural language pro-
cessing could transform tech. In September 2019, ASIC 
hosted a Regtech Voice Analytics Symposium. In his open-
ing speech, ASIC Chair James Shipton expressed his vision 
for Australia as “a world-leader in the development and 
adoption of Regtech.” He added:

“ASIC can see a future where artificial intelligence, 
including machine learning, text analytics, voice analyt-
ics, and other technologies are a seamless component of 
financial services firms’ business models...a future where 
firms can record, store and analyse all communications 
with consumers using these tools.”

ASIC is not tech-agnostic, nor does it pretend to be. 
However, it remains to be seen how it will transpose these 
tech-positive attitudes into its enforcement approach. 
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Alma Angotti talks career, tech,
and her mission to keep the 
financial system safe

by Radar

In this edition of Women in Finance, Radar sits down with Alma Angotti, Managing 
Director of Risk and Compliance at Navigant. We discuss her expansive career, the 
current challenges facing the compliance space, and the line between being effective 
and being likable as a woman in the industry.

Alma Angotti, Managing Director of Risk and Compliance at Navigant, helped implement an enforcement program to deal with violations of the 
Bank Secrecy Act during her time at SEC.
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Starting out, you studied political 
science and economics at college. After 
that, you studied law. You were laying 
the perfect foundation to specialize in 
financial compliance. Was that your 
intention? Did you have that career 
path in mind from the outset?

 
Not really. Most of my career was 

not planned, but more a function of 
taking advantage of interesting oppor-
tunities that presented themselves. 
Most of my jobs were sort of a sur-
prise. I find that if you plan too care-
fully, you miss things.

After college you were an associate 
at Howrey. You jumped straight from 
that into a role as Counsel at the US 
Securities & Exchange Commission. 
What inspired that move? Was there 
anything in particular that drew you 
to such a big institution?

I went to Howrey after law school 
and to the SEC after Howrey. I was 
interested in public service and the 
responsibility I could get in the gov-
ernment. One of my good friends had 
joined the Enforcement Division and 
loved it. And it turned out to be just 
the right move for me.

How did the SEC develop and 
progress in the time you were there? 
What are your most prominent mem-
ories of your time there?

It was an exciting time to be in 
the Enforcement Division at the SEC. 
The Division was expanding to keep 
up with the growth in the market and 
to be able to investigate the critical 
issues of the day, like insider trading 
and junk bonds. My strongest mem-
ory is of my colleagues. We were young 
and yet we had a tremendous amount 
of responsibility. We owned our cases, 
we developed them, we made import-
ant decisions; we were not just carry-
ing a partner’s briefcase. My colleagues 
were great lawyers, very smart, and we 
had a strong sense of mission and a 
lot of fun. We really felt that what we 
were doing was important. We had the 

responsibility for determining what 
happened, who was responsible, and 
deciding the right thing to do about 
it. My SEC colleagues are still some 
of my close friends.

Who was your regulatory super-
hero while you were at the SEC in 
terms of achievement or mentorship 
or integrity, or some other attribute?

There were so many talented and 
committed people at the SEC so that is 
a hard question to answer. But I would 
have to choose Bill McLucas, former 
Director of the Enforcement Division, 
now at WilmerHale. I reported to Bill 
the entire time I was at the Commis-
sion. Bill is a great lawyer and great 
manager. He had respect for the lowest 
level staff lawyer on a case because he 
understood that the staff lawyer really 
knew the facts. He could, in five min-
utes, ask the most relevant question 
about a case. He always acted with the 
utmost integrity and fairness. I really 
learned how to be tough, but fair, by 
working for Bill. He was also a lot of 
fun and a champion for the women 
who worked with him in a Division 
that was dominated by men. 

Linda Thomsen, former Enforce-
ment Division Director, is a brilliant 
lawyer. She led the Division with poise 
and good humor, and was responsible 
for some of the SEC’s most important 
enforcement actions. I was also fortu-
nate to work with Commissioner Elise 
Walter at both the SEC and FINRA. 
She is one of the smartest women I 
know and a talented leader. I learned 
a lot from both of them.

After the SEC, you moved to Fin-
Cen as Senior Enforcement Counsel 
and helped implement a new enforce-
ment program to deal with violations 
of the Bank Secrecy Act. What was it 
like, having been at SEC for 11 years, 
to sort of start again and overhaul 
their programs? Did you face any 
challenges?

The new challenges were the main 
reason that I took the job. It was excit-

ing to design an entire enforcement 
regime at an agency with a different 
jurisdiction and regulatory scheme, 
using what I had learned at the SEC. 
We brought some of the first big 
enforcement actions under the Bank 
Secrecy Act. After September 11, we 
were responsible for drafting multi-
ple regulations to implement the USA 
Patriot Act. There was a lot of work to 
do in a short period of time and we felt 
like it was very important work. That 
sense of public service, of mission, has 
always been important to me.

Over your time in enforcement 
and compliance what would you say 
has been the biggest change you’ve 
seen to the industry?

Technology, technology, and tech-
nology. From marketing, to compli-
ance, to the design of new prod-
ucts and services; technology has 
affected everything. Fraud and trans-
action-monitoring systems are begin-
ning to use artificial intelligence and 
machine learning. Investment advice 
can be provided by algorithms. You 
can borrow money through online 
peer-to-peer lending. Cryptocurrency 
and digitized assets may decrease the 
cost and increase the ease of cross-bor-
der transactions. We are also seeing 
financial institutions focus on tech-
nology to simplify front-end client 
acquisition and engagement. The fin-
tech mantra is: little to no friction in 
the client experience. Of course, sim-
plifying customer on-boarding and 
the customer experience will have to 
be accomplished while managing the 
potential fraud, financial crime, and 
market risk.

You’re currently Managing Direc-
tor and Co-lead of Global Investiga-
tions and Compliance at Navigant. 
What’s the most rewarding part of 
your role at the moment?

I love working with the team. The 
people in our practice are so smart 
and have a diversity of experience that 
enables us to provide our clients with 
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stellar advice and operational assis-
tance. I feel like we have managed to 
capture that sense of mission that I felt 
at the government. It is also rewarding 
when we really help a client identify 
what caused a compliance failure and 
to fix it, manage a regulatory issue, or 
successfully complete remediation of a 
compliance program. I know it sounds 
corny, but the financial institutions are 
helping to keep the world’s financial 
systems a bit safer and it is gratifying 
to be part of that effort.

How about the most challenging 
part of your role?

It can sometimes be difficult 
to convince a client to proactively 
enhance compliance programs and 
upgrade compliance technology, 
absent regulatory pressure.

As a woman who has worked her 
way up to some of the most senior posi-
tions, what do you think are the big-
gest challenges for senior women in a 
notoriously male-dominated industry?

There were more challenges when 
I was a younger lawyer, but I think 
things have improved since then. 
There is, however, a double standard 
for women in positions of author-
ity that has been well-studied and 
well-documented. We can be judged 
harshly for actions that are completely 
acceptable for our male colleagues, like 
negotiating for a higher salary. Having 
to walk the thin line between being 
effective and being likable can be a lit-
tle tiring, but it is certainly not insur-
mountable. Everyone just has to be 
aware of it.

Has there ever been a time where 
you felt limited or held back because 
you’re a woman, especially when 
implementing new initiatives or 
applying for senior roles etc?

I have been fortunate that I always 
had wonderful sponsors and mentors, 
both men and women, and never felt 
limited. Or maybe I was just too busy 

to notice.

Do you have any tips or advice for 
women who are looking to work in 
finance or compliance? 

I think the important thing is to 
really understand the business and 
how it should work. Learn as much 
as you can from as many people as you 
can. And always be willing to take the 
hard projects. You can make yourself 
indispensable that way.

We recently interviewed FINRA’s 
Susan Schroeder and she highlighted 
a New York Times article that said 
finance and law are “greedy profes-
sions” as they require 24/7 engage-
ment. Would you agree with that? 
Have you found a way to strike a 
work/life balance or do you think 
you really have to sacrifice one for 
the other?

I do think finance and law are 
greedy professions. I think we believe 
they require 24/7 engagement, but I 
am not sure that they really do. I 
always say that I am not a transplant 
doctor, and nobody will die if I can’t 
be reached.

I also don’t think you can really 
“balance” work and life, but you do 
have to manage both. Sometimes 
your family will be more important 
and sometimes work will be more 
important. I think you must figure 
out what is important to you and not 
try to do everything. For example, I 
like to cook, so family dinners were 
important to me, so I made that a pri-
ority. Other things, I just let go. There 
were lots of dust bunnies in my house 
and athletic equipment everywhere. I 
just ignored that.

I was also lucky. I was able to work 
a variety of modified schedules of one 
type or another while my three daugh-
ters were growing up, and my husband 
was always supportive of my career. I 
also had a wonderful nanny when 
my children were young. When I was 
ready to be full time and full steam 
ahead, I happened to be in an area of 

regulation that was in demand.

We’re hearing a lot from the regu-
lators lately about non-financial mis-
conduct and the need to monitor con-
duct. Do you think change is needed 
and where do you feel misconduct is 
most egregious? 

I think regulators are emphasiz-
ing that all the wonderful controls and 
policies will not make up for a poor 
culture of compliance. In all areas 
of compliance, management needs 
to make employees accountable for 
doing the right thing. All Boards of 
Directors and Senior Managers say the 
right thing, but the issue is whether 
that message really filters down. If you 
have a harassment policy, for example, 
but everyone looks the other way, the 
policy is meaningless. If the policy says 
relationship managers are supposed to 
know the customers, but there is no 
disadvantage to them if they do not 
ask the hard questions of their custom-
ers, the policy is meaningless. I believe 
that more companies and institutions 
are realizing this and making an effort 
to show their employees that compli-
ance is everyone’s job, not just words 
on a page.

Technology is developing quickly 
in the enforcement and compliance 
space – both in the means that peo-
ple use to communicate, but also in 
the way companies monitor their staff. 
Do you think this is a good thing for 
the industry? What extra challenges 
does it present?

I do think it is generally a good 
thing for both the financial institu-
tions and their customers. For example, 
recording conversations with clients 
can prove that the registered repre-
sentative did tell the client about the 
risk of a particular investment. Alter-
natively, recorded conversations can 
also prove that traders are manipu-
lating prices. Companies can detect 
if employees email company infor-
mation to an outside email account. 
Employees who want to break the rules 
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or break the law may have to spend 
more time finding a way around the 
detection technology and that may 
well deter some of them. 

It feels like the financial crimi-
nals get more sophisticated and more 
advanced and are winning the war in 
terms of their “take” in traditional 
financial services – how can the indus-
try reverse this trend and work better 
to identify and seize dirty and corrupt 
funds in the system?

We are always a bit behind the 
parade. When we determine how to 
find the bad activity, the criminals 
change their methods. It will be a 
never-ending battle as long as there 
is money to be made from criminal 
activity. I think the industry is find-
ing benefits of investment in technol-
ogy, such as the use of artificial intel-
ligence and machine learning. 

If you were a CEO of a financial 
services company right now, what 
would most disturb your sleep in 
terms of the potential for financial 
crime to integrate with your business?

I think the most difficult risk to 
manage is cyber. I would be concerned 
about hacking and computer and 
account intrusion and fraud. Cyber-
security is requiring a huge investment 
of resources. Without a deep technol-
ogy background, I would worry about 
whether I truly understood the risk 
and whether I could adequately eval-
uate mitigation efforts. Proactive and 
seamless communication between the 
risk and technology functions helps to 
understand and mitigate risks without 
disrupting the business. 

Regulators are demanding more 
thought, due diligence and proactiv-
ity from wholesale capital markets 
firms around the potential for finan-
cial criminals to use their firms to 
conduct market manipulation and 
insider trading? What is driving this 
and what should firms do?

I think that market manipulation 
and insider trading have always been 
a focus. It has been a critical element 
of the success and a strength of US 
capital markets, giving investors faith 
in the integrity of the market and a 
sense that everyone plays by the rules. 
I think the difference, again, is technol-
ogy. With data mining and other tech-
nologies, the regulators may be better 
able to identify irregular trading and 
they expect the firms to invest in the 
technology and human resources to 
do the same.

Compliance culture – how does a 
firm build one, measure it, and is it 
easy to do a smell test when you arrive 
at a firm as a potential client? What 
are the tell-tale signs?

A culture of compliance is hard 
to build and can be hard to mea-
sure. As I said before, there must be 
some expectation that employees will 
do the right thing, and they must be 
held accountable if they do not. We 
can often tell there is a poor culture 
of compliance. For example, it is tell-
ing if employees do not know the 
rules, do not care about the rules, or 
feel that the business will always win 
over compliance concerns. There are 
sometimes employees who are uncom-
fortable with lax compliance and they 
will tell us their concerns. Other times, 
we can identify that there are no con-
sequences for employees who do not 

take their compliance training seri-
ously or do not respond to compli-
ance inquiries. 

We can tell if the “exceptions” to a 
policy seem to outnumber the times 
it is applied. We can tell if compli-
ance or risk management functions 
are understaffed or undertrained or 
lack the resources they need to do their 
jobs. We can tell if the compliance and 
risk management leadership does not 
have direct access to executive man-
agement or to the board of directors. 
These are the types of things that can 
indicate a poor culture of compliance.

How do you relax? 

I like to go hiking or otherwise be 
outdoors doing something active. I 
also love to read.

What do you like or not get about 
London now that you have moved 
there?

I love the mix of old and new. I am 
a history nerd so walking past build-
ings constructed hundreds of years ago 
is just a thrill for me. London is a walk-
able city and there is always something 
interesting to see. Good food, good 
theater, and good museums.

Gordon Gekko or Bobby Axelrod?

I am showing my age here, but 
Gekko! •

Gordon Gekko: “You tell the man Blue Horseshoe loves Anacott Steel.”
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For some time, data has been compared to oil in terms 
of its increasing value. More recently, a number of high-pro-
file data leaks have received headline-grabbing attention 
and have drawn comparisons to some scandals that beset 
the largest oil producers and caused devastation back in the 
days when the safety and security around handling such 
a potentially damaging commodity were far from estab-
lished. Exxon Valdez and Deepwater Horizon come to mind. 

BREACHES – COMING THICK AND FAST 

British Airways, Equifax, Marriott and Capital One are 
all large, successful companies – they have also suffered sig-
nificant data security breaches recently that have been high-
lighted by the mainstream press. Capital One is the latest 
to surface and analysis of its infraction has attracted atten-
tion at the highest levels of the US government. 

Capital One

Capital One, a large US bank with a market cap of $42bn, 
had established an email tipping line for “white hat” hack-
ers to warn it about system weaknesses. It received one on 
July 17 2019: “there appears to be some leaked s3 data of 
yours in someone’s github/gist.” The email had a link to an 
account at GitHub, a provider that facilitates the storage and 
management of development projects. These GitHub files 
led to Paige Thompson, a 33-year-old former employee of 
Amazon Web Services, whose online tag was “erratic” and 
who had actually been disclosing her action already on 
Twitter to other hackers. Thompson had accessed the credit 
card applications (think social security numbers, addresses, 
date of birth, income data) from 100m people in the US 
and six million in Canada. The data was on servers leased 

from Amazon Web Services, but it quickly became clear 
that Thompson’s former role at the same company had not 
given her an advantage in penetrating what was a poorly 
configured firewall. She had accessed the data on a num-
ber of occasions between March 12 and July 17. When the 
FBI seized Thompson’s computer equipment it appeared 
she had hacked another 30 companies in a similar way; it 
also seems she did not distribute or sell any of this data. 
She did it for fun? Or to point out how easy this is – as vast 
amounts of data, held by almost every business, are stored 
with insufficient safeguards and protection?

British Airways

British Airways (BA) suffered a data breach in 2018, 
where the data of 500,000 customers was compromised. 
Once again, poor internal security enabled the unautho-
rised access. BA implemented an effective incident response 

Data - a commodity of increasing 
value that can and must be 
better protected
As companies and individuals assess the value and future of their data, new consid-
erations are required to assist decision making on data residency, security and stor-
age. Good governance has never been so essential as data breaches get more atten-
tion, privacy initiatives multiply, and data protection authorities flex their muscles.

by Alex Viall

Paige Thompson accessed the credit card applications of 100m people 
in the US, including Capital One customers, but did not distribute or 
sell any of the data. 
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plan, set about remediating, and also reported the breach 
correctly within 72 hours. It then stated its aggrievement at 
being fined £183m by the UK Information Commissioner’s 
Office, which is close to 1.5 percent of its global turnover, 
for a criminal act perpetrated by an outsider.

THE RISE OF THE DPA

The BA fine is a warning of things to come for all that 
are now subject to the new world under the General Data 
Protection Regulation (GDPR). BA’s fine rocked the cor-
porate world – the highest pre-GDPR fine handed out by 
the UK ICO had previously been £0.5m to Facebook. The 
fine even dwarfs any enforcement that the UK Financial 
Conduct Authority has previously delivered for data secu-
rity breaches. Tesco was fined £16.4m by FCA over a 2016 
cyber attack where £2.26m was stolen, while Zurich got a 
£2.27m hit from FCA for losing data.

 Other EU Data Protection Authorities (DPAs) have 
not been idle and have also been flexing their GDPR mus-
cles. By August 2019, the various DPAs (France – 3; Greece; 
Netherlands; Turkey; Romania; Spain; Norway; Lithuania; 
Portugal) had collectively handed out 11 fines for a total of 
€2,351,500 (average fine of €213,000). Analysis of the rea-
sons for each data security failing is insightful and includes: 
weak security measures; unlawful employee data process-
ing; exposed medical records; poor technical administra-
tion; inadequate security measures; excessive video surveil-
lance and no password protection; no audio permissions on 
an app; exposed login information; and incorrect authenti-
cation measures. A pattern starts to emerge – many corpo-
rates are revealing their inability to put in place some very 
basic security measures around confidential and common 
data sets. France also seems to be most active in enforce-
ment terms. 

 It will be interesting to see what sort of fine Capital 
One receives in the US for its data disaster, but right now 
it has estimated that the cost of the breach will be $150m 
in extra customer support, which is about one tenth of 
quarterly profit.

GDPR GOES GLOBAL – IT’S EXTRA-
TERRITORIAL

One key point in relation to GDPR, which must not 
be ignored by senior management of non-EU firms, is the 
extra-territorial nature of the Regulation. GDPR applies to 
data related issues for all EU citizens wherever they reside, 
and when personal data is processed in the context of the 
business activities of a controller’s or processor’s establish-
ment in the EU. This applies regardless of whether or not 
the data processing takes place in the EU. 

Similarly if a company is not established in the EU, 
GDPR applies if the company targets individuals in the 
EU by offering them products or services or monitors their 
behavior, if that behavior takes place in the EU. 

 In November 2018, the European Data Protection 
Board published draft guidelines with a view to address-
ing the lack of clarity around the territorial scope of GDPR. 
The Guidelines explain that a key element for the applica-
tion of targeting is whether the conduct of the controller 
or processor demonstrates an intention to offer goods or 
services to an individual located in the EU. Targeting cri-
teria can only apply if controllers/processors outside of the 
EU have made clear an intention to establish commercial 
relations with individuals in the EU.

In the case of the data breaches at both BA and Marri-
ott, while the data sets were located outside the EU, they 
contained data related to EU subjects and that was the 
GDPR trigger. 

MORE PRIVACY REGULATION IS ON THE SLATE

There is a slew of new legislation and initiatives related 
to data protection bubbling through right now, especially 
in the US where data activism is on the rise. GDPR might 
be considered the catalyst for this. Particular focus is on 
the imminent enactment in California of the California 
Consumer Privacy Act in January of 2020. It has a great 
deal of similarity to GDPR as regards transparency, con-
sent and notification times. Equivalent state-based legisla-
tion has already been enacted in seven other states between 
2010 and now. Bills have been introduced in 11 more states 
regarding consumer right of access and deletion. The data 
protection cavalry is coming.

 

BETTER THE DEVIL YOU KNOW?
 
One of the key challenges for the busy compliance and 

monitoring team related to the new prominence of data 
protection requirements is the inherent conflict with more 
established, or some might argue higher priority, financial 
services regulation. The most obvious example is the obli-
gation to satisfy the requirements to capture and monitor 

British Airways received a mammoth £183m fine from the ICO when 
the data of 500,000 customers was compromised.
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icies to describe what communications are captured; pro-
vide transparency in how data is used/accessed/retrieved/
disposed; ensure internal systems and outside processors 
can respond to any inquiry; update third party security and 
privacy attestations/certifications; establish data retention 
policies mapped to known data.

The reliance on Cloud now places greater emphasis on 
data control and inventory; it must be well classified and 
accessible. Breach notification timelines of 72 hours, and 
the ability to respond to data requests, put a premium on 
a flexible and accessible storage system. Voice, video and 
any format that results in retention of an individual iden-
tity (like CCTV and gate analysis) just add to the complex-
ity. Finally, the principle of “privacy by design” (where all 
designs from ground up are built with privacy in mind) 
must take in the way your vendors operate too.

DATA SECURITY MUST GET BETTER FROM 
HERE

With increasing power and scrutiny, the fines and 
breaches are not going to dry up any time soon. The early 
miscreants are pointing their finger at malicious players – 
state actor, competitor, a lone wolf, a disgruntled employee, 
hardened criminal – and asking for more mercy when they 
have gained unauthorised access. But so far this has been 
all too easy and down to internal weakness rather than 
sophistication of attacks. 

An effective approach requires a paranoid and persistent 
attitude. The entity doesn’t know who is at work to access 
its data, and these multiple invaders only need one slip 
from that entity to get in. The defence must be perfect and 
without weakness. Firms like BA will keep trying to deny 
blame for malicious trespass they cannot control and did 
not invite. Governments and regulators will not agree – if 
a company uses data, it has to be responsible for protect-
ing it. That’s a duty owed to the customer and the employee. 
This is an inevitable cost of doing business.

Firms like Capital One and Equifax should have had 
more protection, and a culture of security, demanding a 
restless examination of their own defences. Questions need 
to be asked about the calibre and future of some of these 
big, outdated technology teams who are clinging onto rel-
evance while proving costly and ineffective. Firms that are 
migrating wholesale to the cloud to facilitate innovation 
and reduce cost need to be investing more in their data 
security approach. 

Despite the more aggressive enforcement related to data 
breaches, most individuals feel less confident that our data 
is going to be properly protected over time, even as corpo-
rations start to beef up their approach to data security. The 
competitive advantage in making the right investment? The 
fact that people will be loyal to the companies they believe 
are going to best protect their data. •

the data of front office personnel who are advising clients, 
taking orders and committing firms/clients in the market 
with trades. That data needs to be captured, stored and 
retrievable in increasing volume as the depth of require-
ment under both MiFID II and the Market Abuse Reg-
ulation increases. Like icebergs colliding, GDPR and its 
interpretation can stymie the ability to meet these require-
ments. Everyone is watching and waiting as the newer pri-
vacy requirements bed in to see the extent to which con-
sumer rights make standard monitoring more impractical. 
The right to be forgotten threatens to play havoc with firms’ 
requirements to retain data and meet future regulatory obli-
gations. These battles are yet to play out, but everyone is 
eager to learn as they do.

There are already vastly different approaches to monitor-
ing practice based on the location of the employee; Behavox 
roundtable attendees describe very different views on what 
is deemed to be “proportionate” monitoring in their satel-
lite or head offices in countries like France, Germany and 
Switzerland. This is replicated in a number of countries 
in Asia. As one roundtable attendee described the conun-
drum right now, “we take the view that we have to gamble 
on which regulator has the sharpest teeth. Until the ICO 
here [UK] starts slamming firms for data breaches, we are 
going to keep watching the riskiest people and make sure 
FCA cannot accuse us of sleeping at the wheel.”

THE BEST FOOT FORWARD

The patchwork of requirements, the shifting sand, the 
speed of technological change – all make for a heady mix. 
How does the firm and its combination of CIO, CISO and 
technical expertise cope?

The data handlers in any firm need more connectiv-
ity with the whole business. Governance needs to take 
higher priority. Some ground rules can help: establish a 
clear definition of business purpose for capturing content; 
map data sources to internal controls; update consent pol-

Prior to GDPR, the highest fine handed out by the UK ICO had been 
£0.5m, it now stands at £183m owing to new GDPR rules.
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Compliance budgets have been as cyclical as the mar-
kets in the last two decades and have certainly seen times 
of boom and bust. Generally, the trend has been towards 
growing the compliance department, but this has started 
to change in the last three years. The financial crisis that 
dogged banking reputations and the highly publicised scan-
dals related to LIBOR rigging and FX manipulation resulted 
in a huge investment in “compliance bodies”. This has since 
been considerably pared back by the advent of new technol-
ogy, a drift towards quality over quantity, and the same cost 
control and reduction that has affected the whole industry 
as dwindling volumes have affected margins. 

Compliance leaders can also feel challenged when hav-
ing to present their plans to budget holders, the business 
and senior management. Some are more comfortable bur-
ied in a rulebook, closing alerts or doing a deep dive into 
a complex market abuse investigation. Justifying and eval-
uating spend is not always their strong suit, let alone pre-
senting it in a way that makes tight-fisted senior manag-
ers sit up and listen. This article explores some of the views 
and methodologies of a number of experienced compliance 
people who have adapted to changing times and resources 
to adequately equip their departments.

Regulators are attuned to the quality and quantity of 
compliance personnel and their resources as they estab-
lish relationships with regulated firms and those who reg-
ularly liaise with the supervisors during routine exams 
and visits. There is a tendency to make the expensive hire 
after the event and many banking entities have been guilty 
of bringing in the “big guns” after a major hiccup; either 
as part of regulatory remediation or to try to signal to the 
market and other regulators that they take compliance seri-
ously. These situations are lucrative for the individuals com-
ing in to take the new lead role, but there are alternatives 
to this reactive action that preempt the requirement and 
dramatically reduce the cost and reputational hit of regu-

latory enforcement.
Steve Strombelline, managing director at Capital 

Forensics – a compliance veteran who has held top posts 
at Charles Schwab, Barclays and BNP Paribas – comments, 

“very few firms are prepared to spend cash preemptively, but 
after the fact there is no debate and it is five times what they 
would have had to spend before.” A head of EMEA com-
pliance for a global investment bank agrees:

Compliance Budgets - art, science 
or a hybrid of both?
It’s that time of year – when budget planning can make or break the lofty plans for new 
people, technology or approach to transform the compliance department, or simply 
maintain a standard that keeps a firm among its peers. Radar spoke to practitioners 
and consultants to establish how they quantify their needs and pitch them to those 
holding the purse strings.

by Alex Viall

Steve Strombelline, Managing Director at Capital Forensics, notes that 
compliance spend is on the rise, but few firms want to preemptively 
fork out on compliance systems.
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“Being fined does precipitate a huge amount of invest-
ment, but we should all get better at funding it before 
we are fined.”

Regulators through time have noted dips in compliance 
spend and this observation has been spelled out in numer-
ous speeches by influential commissioners and enforcement 
heads. It is a development that has led to regulators mak-
ing a point to perform analysis on compliance resourcing 
during their examinations and routine visits. As one com-
pliance officer at a sellside broker-dealer in New York said, 

“it is not unheard of for an examiner to take you aside at the 
right moment, ask you how you are doing, have you got 
enough help or is it a real struggle right now coping with 
everything. They are not daft. They can see when you are 
stretched and stressed.”

ACA Compliance Group conducted a survey in 2018 
of Alternative Fund Managers in which 70 percent of the 
compliance officers stated that they receive sufficient com-
pliance resources. The remainder felt exposed to not being 
adequately covered and at risk of potential discovery of vio-
lations and enforcement. 

A global head of compliance at a large traditional asset 
manager in New York sums it up nicely, “the culture of the 
firm and the attitude towards compliance from the senior 

management, plus the budget set for it all, tells so much 
of the story.”

IT ALL BEGINS WITH EDUCATION

Alma Angotti, managing director at Navigant, is clear 
about how to prime senior management about the impli-
cations of under-investment, “you must accurately and 
realistically communicate the risk of the products and ser-
vices. If you have been educating them about all the types 
of risk, it can help. Tell them what bad things can happen 
if you don’t upgrade your transaction monitoring system, 
if you have a KYC backlog, or don’t have a strong compli-
ance testing department.”

The head of EMEA surveillance at an investment bank 
outlines change as individual liability starts to focus more 
attention, “our SMFs like being kept in the loop and don’t 
want to take any risks. They care and engage now, we meet 
monthly and they ask and delve deep – SM&CR has worked. 
The more they understand it, the more they get that it costs 
money. We still need to show them how difficult and chal-
lenging it is but they are starting to get it. If we are not doing 
good surveillance, we are not finding stuff. If we are not 
finding stuff and spending a lot, that is going to look odd. 

Compliance leaders can feel uncomfortable when presenting their budget plans to senior management and may look to previous or recent enforce-
ment action to bolster their arguments.
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There is always some bad stuff going on. If you are not look-
ing, you just won’t find it. There is no better way to con-
vince people of the power of what we do than finding stuff.”

“The problem with surveillance is that it is expen-
sive, requires continual development and needs fund-
ing each year. Not an overhaul every ten years, as you 
fall a long way behind.”

There are definitely signs in the market that a number 
of large, sophisticated sellside firms that managed to avoid 
the direct attention of the regulators in the big regulatory 
scandals have fallen significantly behind in terms of their 
commitment to compliance and technology investment. 
While some are starting to evaluate and replace legacy sys-
tems and approaches, there is a sizable gap in standards 
between the top tier and the one just beneath it. 

IT’S A PARANOID SELL

Everyone we spoke to said that they had resorted to 
some form of scare tactic when they were angling for 
increased budget. But they all added that the anecdotes 
must be structured and relevant to make the point prop-
erly. Steve Strombelline outlined his approach, “we would 
compile the actions against other firms in similar areas and 
say this could have been us, it reflects what we have seen in 
our testing so it feels real. Or we’d show that we know we 
have some weaknesses, we are afraid we are getting in too 
deep and no one ever looked properly so we had no idea 
how bad it might be.” A compliance chief at a multi-strat-
egy hedge fund group, headquartered in New York, does 
not quibble on his approach to justifying the required spend.

“When I am chasing budget I play on the risk to them 
as an individual. How can you measure that risk? What 
are the mitigants? What are the inherent risks? If you 
conduct a risk review of an area and your findings con-
clude that it will take you five years to bridge the gap 
between the status quo and the standard regulatory 
expectation, that is not defensible.”

“Now two years is defensible. So to bring your approach 
forward three years, you are going to need say $Xm or the 
senior execs end up in jail! I like to major on that regula-
tory and PR risk.”

IS THERE AN OPERATING MODEL THAT CAN 
QUANTIFY THE NEED?

A number of people we interviewed referred to peer 
comparisons, not just from an enforcement perspective, but 
in terms of the number and quality of their team and also 

their level of investment in technology. Even if regulators 
are not bringing this to the attention of the senior manage-
ment, it helps enormously for the compliance leads to call 
it out. But when it comes to a target operating model and 
actually putting numbers and data into the evaluation pro-
cess, there is evidence that more science is starting to work.

A global head of surveillance sets the scene, “I hate tell-
ing people the number of alerts we generate. It is meaning-
less, but people love this in the MI. Activity is not a substi-
tute for surveillance; we rate our alerts on closure – from 
zero for a false positive (FP) to five for a STOR/STR/SAR or 
disciplinary action. We then analyze our resource require-
ments based on that. We can tell what percentage of 5000 
alerts we generate are a 5 (say 10 percent and an hour of 
work is required per 5) while an FP takes two minutes to 
close so we have a theoretical resource requirement (TRR) 
if we have roughly equal percentages across zero to 5.”

“It’s actually a really valuable exercise as a stand-alone. 
It changes your view on FPs. We spend very little time on a 
genuine FP. The biggest issues are the alerts rated as 1s and 
2s which are valid but we are only generating these because 
our tech is not good enough and we are not ingesting the 
right data. They suck our resources so we really try to focus 
on those in terms of our calibration. It means I can use this 
TRR calculation to show we are 1.5 people down on where 
we need to be – this is very powerful. What happens is peo-
ple don’t work later, they just do the alerts quicker and then 
you miss stuff; if alerts go up, findings go down. This is the 
beauty of calibration – you can just get swamped and never 
have a chance to investigate properly.”

The pervasive view is that regular, consistent and 
thoughtful funding will keep a firm up-to-date and give 
more return than is invested. 

HOW CAN A BUSINESS COPE AS IT SCALES?

In previous times, changes in the business were usu-
ally something that Compliance would be the last to hear 
about, but things are different now – we are in an inclu-

An ACA Compliance Group survey found that while 70% of compli-
ance officers feel they have received sufficient budget and resources, the 
remainder felt exposed and at-risk.
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sive society! In fact, Compliance is often the first port of 
call as the business looks to innovate and grow. But how 
is this managed when it comes to esoteric needs like mon-
itoring? What is the best way to account for a brand new 
line of the business?

One head of surveillance is adamant on the approach 
to this, “if there is no surveillance, there is no MBC. It 
makes people think hard about the full cost of doing busi-
ness. There are very strict market abuse surveillance rules 
now for the EU on each and every order. This might wipe 
out the profit and, in some cases, revenue for that line. 
There are some things that create little money and enor-
mous compliance cost.”

Others stress the value of being looped into plans early, 
giving examples such as the booking systems design where 
very small decisions that have zero impact on the business 
can have a massive impact on the ability to do surveillance. 
Others have access to the monthly trading stats and can 
track any notable changes there. If a firm suddenly triples 
its gilts business, the team needs the ability to track that. 
While all said they are better informed than ever, they still 
get a few surprises. 

The big negative was reserved for manual surveillance. 
A sellside compliance head from the US concluded:

“A manual approach to compliance is very limiting 
when a firm wants to scale; you cannot scale compliance 
of a growing business unless you invest in technology.” 

A global head of compliance in London concurs, “I’ve 
tried to outlaw manual surveillance as I just don’t think 
it’s effective. It actually generates a lot of other issues, you 
then have a monitoring and testing team saying “actually 
you’ve got no controls over that” so you need to do a veri-
fication check on everything. Suddenly you’ve got 10 peo-
ple running this manual check every day and it’s become 
a much bigger deal.” 

HUMANS OR MACHINES?
 
Inevitably, as technology improves and the use of var-

ious forms of artificial intelligence such as supervised 
machine learning begin to take hold, the question of how 
to split funds across tech and human resource surface. 

Our EMEA global surveillance head opines, “it is eas-
ier to get tech spend as headcount seems to be an explo-
sive word. Ironically if you want to build in-house or imple-
ment good tech you need good people for that. I focus on 
improving the brain power of the team if I want to do high 
quality surveillance. You cannot get away from that. We 
had developed some in-house models designed by junior 
people and the logic behind those is just not right.”

He continues, “there was no governance and no sign-
off and no process behind that. If you build or buy good 

tech, you still need people who know what they are doing 
and have experience to offer a real insight. Alerts gener-
ated by the best tech in the world still need the right team 
to analyse them.”

 

THE PERFECT TEAM
 
Behavox roundtables highlight the change in formation 

and indeed diversity of skills that are now being sought by 
compliance heads to create the ideal blend of expertise and 
knowledge to deliver effective compliance. 

One compliance head at an investment bank in New 
York sets out the changes in thinking; “the fact that the 
majority of compliance people are lawyers makes no sense. 
We need people who are tech conversant. I can hire as many 
lawyers as I like on a day rate. I need folks with diverse skills 
who can build an efficient compliance team. The interac-
tions that a CCO faces now are multiple; you have to deal 
with regulators, you have to deal with vendors, you need to 
know cyber. Surveillance itself is an art form. You have to be 
sufficiently curious and paranoid to be good at compliance.” 

 The funding circle is still a complex one as the situ-
ation below illuminates. One head of EMEA compliance 
in the UK sums it up, “we are looking to hire a data sci-
entist to be the point person on our growing tech invest-
ment, but we also need folks with trading experience that 
are more senior and are not straight out of college. The 
younger, less experienced folks don’t know when a trade 
looks odd, or when the banter between people has become 
inappropriate. But we have a set budget and so we can-
not afford an SME necessarily. It is a catch-22 as the SME 
would cut down headcount, as would a good data scientist. 
We could retire legacy systems and people doing a ton of 
unnecessary false positive clearance manually. So we even-
tually retire these inadequate systems, hire the data scien-
tist, and invest in a proper search engine. Until then we are 
just burning unnecessary cash.”

THE MESSAGE IS GETTING THROUGH
 
In conclusion, the compliance leads we spoke to were 

very positive about the new alignment they feel with the 
business; they stated that this increased connectivity and 
understanding were essential to educate senior management 
on the true cost of doing business. This educational process 
is bearing fruit as more executives appreciate how hard it 
is to do compliance well, and that there is a natural cost 
attached to that. This keeps the firm, and more importantly 
the senior manager, out of the regulatory crosshairs. One 
BD compliance head said, “the requirement to do surveil-
lance is not getting reduced anytime soon. It is part of the 
business flow; you have pre-trade transparency, you trade 
and book it and then you do surveillance. Every time.” •
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Commodities firms ramp up 
monitoring to protect employees, 
reputations and profits

Commodities firms are undergo-
ing a transformation in their approach 
to monitoring. The Regulation on 
Wholesale Energy Market Integrity 
and Transparency (REMIT) is an 
EU regulation that was designed to 
increase the transparency and stabil-
ity of the European energy markets, 
while combating insider trading and 
market manipulation. It has been in 
place since 2011; to compliance veter-
ans in the oil and gas markets, it can 
be viewed as the predecessor (a mini-
MAR) to the Market Abuse Regula-
tion that the rest of the financial ser-
vices market has been wrestling with 
since 2016. 

Ofgem, the UK energy regula-
tor, recently fined Engie Global Mar-
kets (EGM) £2.1m after it found that 
a trader working for EGM had manip-
ulated UK wholesale gas prices to 
increase trading profits. EGM agreed 
to settle the case early and has proac-
tively taken measures to prevent such 
activity from happening again.

 
“Ofgem’s enforcement action 

sends a strong signal to all energy 
market participants that we have 
the powers to tackle market manip-
ulation wherever we find it, and are 
ready to use them.” Dermot Nolan, 
CEO of Ofgem.

A market counterparty had alerted 

the regulator to suspicious activity 
in the UK wholesale gas market in 
November of 2016. Ofgem’s inves-
tigation showed that EGM engaged 
in “spoofing” during a three-month 
period between June and August 2016. 
A number of bids and offers to trade, 
on a one month UK wholesale gas for-
ward, breached Article 5 of REMIT. 
Ofgem said that while EGM did have 
some supervisory measures in place, 
they were inadequate at the time to 
detect and prevent breaches of REMIT.

Radar attended an interesting Lon-
don conference in May this year for 
risk managers at commodities firms 
(ComRisk); we took some time to dis-
cuss the biggest issues that are prev-
alent in a fast-changing sector. One 
operational risk consultant, who had 
been an energy trader at a large com-
modities firm for many years, painted 
a slightly dark view of the current state 
of compliance and culture in some 

energy markets trading houses, say-
ing “fraud and bribery are rife in the 
soft metals trading space. The march 
towards governance and compliance 
will be long as the traders and the 
revenue-makers rule the roost. They 
won’t advocate strict compliance as it 
will hurt themselves. These firms very 
rarely get any interaction or scrutiny 
from the regulators; the biggest obliga-
tion is to do reporting under MiFID 2. 
It’s still the wild west out there.” 

“There are a number of big finan-
cial scandals that have occurred that 
never see the light of day because 
senior management are too embar-
rassed to reveal them. It’s happening 
on their watch.” 

Asked for some more detail, he 
stated that “corrupt invoicing, inter-
nal kickbacks and insiders with shell 
companies to route deals through and 
enable skimming are really run-of-
the-mill.” Radar asked if there is any 
drive to clean this up, “some firms are 
employing better risk people and they 
can smell this stuff easily. As soon as 
you start asking tough questions, these 
bad apples move on quickly to a new 
firm where they won’t get the same 
attention.”

With this backdrop, there are now 
positive signs that the attitude towards 
a more searching understanding of 

by Alex Viall

Radar scopes the considerable change in monitoring that is afoot among multination-
als in this sector as they expand their focus on internal conduct and behavior to cap-
ture fraud, financial crime, misconduct and insider threat.

Ofgem recently fined EGM £2.1m for manipu-
lating wholesale gas prices over a three month 
period to drive up profits.
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how employees are conducting them-
selves is starting to take hold within 
the larger commodities firms. Radar 
spoke to a senior compliance execu-
tive at a multinational commodities 
firm that majors on oil trading and he 
said, “there is a new imperative, which 
is to extend our monitoring beyond 
pure markets compliance. The uni-
verse of coverage is growing to take 
in all the risks that might be identifi-
able in the corporation’s data set. Obvi-
ously, market abuse and the way we 
treat clients and counterparties is key 
but now we are interested equally in 
financial crime, misconduct such as 
sexual harassment/racism, and even 
the mental health of our employees. 
The focus is changing.”

Consulting firms that are active 
in this sector are noticing this evolu-
tion and it is attached to an increas-
ing awareness of risk; this is based 
on more introspection, more aggres-
sive regulation and better availabil-
ity of the underlying data. A consul-
tant from one of the Big Four, who 
wished to remain anonymous, com-
mented, “they are shaking things up 
in the boardroom. Risk assessments 
are much more frequent and there is 

more linkage between incurred liabil-
ity cost and those risks. And the gamut 
of potential risk is growing.”

The reality of being a public com-
pany has accentuated the perils of 

“dents” to the reputations of these com-
panies. While financial crime risk is 
far from new, with some cases related 
to bribery and money laundering 
already well-documented, there are 
newer abuses that are rising in impor-
tance for the monitoring teams. “Con-
duct is very much the latest area for 
attention,” the same consultant states, 

“the #metoo exposure and more recent 
examples of some embedded cases 
of the wrong culture, such as in the 
Lloyds Insurance market, have been 
noted at the highest levels. There is an 
awareness that the commodities mar-
kets are not immune and this needs to 
be dealt with to protect shareholders, 
reputations and most importantly, the 
employees.”

This new, inward focus is a wel-
come development for big corpora-
tions that have been left largely to their 
own devices by the regulators. In some 
ways, the commodities markets remain 
specialist and decoupled from the tra-
ditional markets that dominate finan-

cial services, such as equities and fixed 
income. So why is there this shift to 
an almost self-regulatory approach? 
An operational risk director at a large 
commodities trader explains, 

“I think everyone is aware that our 
time will come when the regulators 
will be knocking on our door. The 
banks got the brunt of regulator ire 
after the financial crisis. They will get 
to the more opaque markets in time.” 

“We also are starting to extend our 
own scope to analyse our employees 
and the way they conduct themselves. 
This is for their own good as well as 
that of the corporation.”

And new technology is assisting 
the process significantly. One large oil 
and gas trading house is increasing 
its coverage of data types (to include 
voice), communications channels 
and the number of employees that 
are being monitored. One of their 
ops risk managers states, “we used to 
focus solely on markets compliance 
and this represents just 0.005% of our 
employee base. But we know there is 
other unquantified risk lurking within 

– there’s so much anecdotal evidence of 
what we might need to monitor that
can help reduce our annual liabilities.
The tech is now more affordable, so
why wouldn’t we start to monitor this?” 

He goes on, “we’ve done so much 
to recalibrate our image physically and 
externally as an organisation that is 
caring, thoughtful and sustainable. 
It feels like it is time to actually walk 
the talk in terms of our employees and 
the way we treat each other. An inclu-
sive, diverse workplace with zero tol-
erance for sexism, racism and bully-
ing, plus awareness of colleagues under 
unusual stress, close to burnout or in 
mental decline has got to be the goal 
of all responsible corporations in the 
next five years. The data and systems 
are available to achieve this. We need 
to invest in the sort of governance 
framework and compliance systems 
that ensure we can retain our most tal-
ented employees and attract those we 
need to recruit.” •

the workplace is not just a place
Work increasingly occurs in the digital realm.

Behavox allows you to capture, interpret, and improve behavior, all in a secure cloud environment.

NEW YORK               MONTREAL              SAN FRANCISCO              LONDON              SINGAPORE

REQUEST YOUR DEMO
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Ofgem CEO, Dermot Nolan, has sent a stark warning to the commodities industry that Ofgem 
has the “powers to tackle manipulation wherever we find it...and is ready to use them.”
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Radar outlines the emergence of a new internal force within corporations, designed 
to raise awareness and prevent the potential liability that every organisation now faces 
from insider threat. It also covers some of the new, innovative ways that firms are pro-
tecting themselves and their employees.

Cyber strikes fear into all – corporations, regulators, 
individuals. It is, without a doubt, the single biggest threat 
in most people’s minds related to the extensive dependency 
on the internet, open data, personal devices and the grow-
ing availability of new services offered through the cloud.

The digital environment, for all its advantages, is a land-

scape that is largely un-policed – the only real antidote 
right now is the weak hope that awareness and education 
will keep everyone safe. Despite the efforts to post large 
signposts for all as they go about this digital world (aban-
don hope all who enter here – be extremely careful with 
your data, funds, personal information – pickpockets are 

by Alex Viall
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known to work extensively in this area), the sad fact is that 
right now the organised criminals who have transferred 
their attentions to this new vulnerability are winning with 
remarkable ease. Their sophistication is catching the inno-
cent unawares and is making this trend very hard to reverse. 

Close to 85 percent of the cyber risk in most enterprises 
is self-generated. This, in essence, means that when a mali-
cious actor is trying to access the assets of an organisation, 
this ingress is enabled by an individual within that enter-
prise. This might be due to neglect, lack of awareness, igno-
rance or a moment of weakness/stress that gets exploited 
by the frequent and persistent attempts of the cyber crim-
inal. It can also be more malevolent, where an employee 
is deliberately seeking to damage an organisation for their 
own benefit, or because they have become disenfranchised, 
and feel justified in seeking revenge for what they deem 
was previous unfair treatment. Some clients of Behavox 
use the term, “gone toxic”. The outcomes from these situ-
ations can be extremely messy.

By being introspective and looking through a different 
lens at the internal behavior of the enterprise, the organi-
sation can go a very long way to mitigate its inherent risk 
to insiders. In financial services, the monitoring functions 
have been established for many decades now, growing out 
of the compliance and risk departments to become special-
ised units looking for hard regulatory breaches that have 
become headline items, such as market manipulation and 
insider trading. This can be labelled generally as a historic, 
post-trade analytical role. 

Identifying insider threat requires a more predic-
tive approach, an ability to recognise proactive signals of 
unusual behavior that are leading indicators of risk. The 
focus in reducing risk and potentially liability is to be more 
pre-emptive.

WHAT ARE MY MOST VALUABLE ASSETS?

While there are some very obvious answers to this ques-
tion, it can vary from one organisation to another, and in 
many cases it will really depend on who ends up in posses-
sion of that asset. It can be customer data, proprietary code, 
an asset manager’s positions or trading ideas, a client pipe-
line, highly-developed models, even a marketing strategy. 
These are all incredibly valuable assets if they fall into the 
wrong hands. While the financial criminals are currently 
most interested in getting access to the corporation’s funds, 
their growing sophistication suggests they may target cer-
tain specific assets to use them as a bargaining chip – ran-
somware would take on a whole new meaning. It begs the 
organisation to think deeply and examine the worst case 
scenarios – only the employees and management of the 
individual enterprise can attribute the right value to their 
own proprietary data, output and IP. 

WHAT ARE THE GENERIC ACTIONS THAT CAN 
BE DEFINED AS INSIDER RISK?

Again, this particular query requires some creative 
thought, as the ways in which insider action can put the 
company in jeopardy are manifold. A list that is far from 
complete would include: disclosure of confidential infor-
mation; IP exfiltration; reputational damage through use 
of slander/malicious rumors; “unexpected” leavers. 

WHAT ARE THE BEHAVIORS THAT SIGNAL 
IMMINENT INSIDER RISK OR VULNERABILITY?

Strong signals that can be identified most easily in com-
munication might include an abnormally high number of 
outgoing emails outside normal work hours, voice records 
containing abrupt interruptions or notable sentiment (eg 
whispering, anger, celebration), or communications with 
unusually high negativity. This can be supplemented with 
detection of behavioral anomalies in more structured data 
such as systems/printer logs, card swipes at unusual times, 
even trade data and corporate registers.

Other behaviors of particular note include financial 
stress, which can indicate someone close to burnout (men-
tal health issues), or who is about to make a bad trading 
decision, or is perhaps becoming vulnerable to a compet-
itor/predator who is offering this person a deal they might 
be unable to refuse. Unusually regular or lengthy interac-
tions with competitors is often a very rich signal, as are 
instances where someone has become disengaged, no lon-
ger communicating with colleagues, coming in later and 
leaving earlier, and expressing “regret” in communication.

The last 45 days of a contractor or employee’s time at a 
firm is the most perilous for the corporation – this is with-
out doubt the time window in which an employee is most 
likely to commit IP theft. It is vital that employees in the 

“departure lounge” are watched like a hawk. Printer logs 
and emails with attachments are usually the best place to 
start, as well as being alerted to people entering the office 
late at night or the weekend.

Password sharing internally and externally is a clas-
sic mistake that is so prevalent in every organisation and 
is relatively easy to detect; many employees are under the 
misconception they are just being “helpful” when sharing 
passwords, but this common activity exposes the organi-
sation to enormous risk.

ARE FIRMS DEVOTING ENOUGH RESOURCE TO 
THIS INTERNAL VULNERABILITY?

The short answer to this is “not at all”. One large firm 
we spoke to has 900 people working in Infosec but just 20 
devoted to insider risk. There seem to be three levels of 
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awareness and approach. The novices are looking at cyber 
as something that is a cost of doing business, something that 
needs to be addressed to appease regulators and curious 
non-executive directors who are asking stock questions to 
justify their position; the middle ground sees a much more 
mature approach, where firms are looking beyond the basic 
cases of cyber risk, focusing more on their own employ-
ees and data exfiltration by examining mail to personal 
domains with attachments. The really mature approach 
that is starting to prevail encompasses a really exacting 
attitude to phishing, anomalous printing activity, aware-
ness of those who are deeply stressed and close to becom-
ing toxic, including looking into the context and content 
of communication.

FALLING BETWEEN TWO STALLS

One of the key problems related to insider risk is the 
fact that often this risk does not fall neatly as a respon-
sibility or the domain of a particular department, func-
tion or individual. The variety of potential risk means that 
while different roles may identify these individual cases of 
risk while going about their normal day job, it rarely falls 
squarely within their remit or responsibility to spot, esca-
late and remediate these cases. Is it something for Compli-
ance, HR, Infosec or IT? The CISO? Or senior management? 

Senior management may be best placed, but generally 
their lack of knowledge and comfort with the modern tech-
nical environment means they need to be working in lock-
step with tech teams at their firms to be effective.

Behavox divided its Compliance offering into three dis-
tinct compliance modules (markets compliance; conduct/
culture; insider risk) because the folks in compliance did 
not know how to deal with password sharing or IP theft – 
even though they know someone must value that insight 
and want to act on it.

People in the business need to think more about the 
worst case scenarios and where their individual risk lies. 
If IP assets are leaked, or certain people get manipulated, 
the loss can be existential. People are not attuned to this 
sort of risk yet. Who knows enough about the business to 
know where all the inherent risk lies? 

 A number of rogue traders were insider threats in the 
early stages of their tradecraft. Kweku Adoboli had sent out 
all the obvious signals at UBS before his trading became 
market abuse. He was disenfranchised a long time before 
these acts that led to his conviction. He had sent texts to 
his girlfriend saying “the boys have sold me down the river”, 
he had started to leave the office at a normal time and then 
return later at night and he had become totally cut off from 
his team, only communicating with his manager and his 
girlfriend, having previously been a gregarious and well-
liked team player. No one saw these warning signs or chose 
to question them, or indeed asked – in a very human way 

– if everything was alright with him. Firms need to be able 
to identify the risk to then categorise it, and then decide 
who must deal with it. 

 

HOW CAN BEHAVIORAL PATTERNS 
COMPLEMENT EXISTING DEFENCES LIKE 
SPLUNK AND DARK TRACE?

Some vendors, like Behavox, have started to help organ-
isations with a progressive approach and mature view of 
the extent of insider risk in their own environment. These 
approaches combine holistic risk profiling, behavioral mod-
els and peer group analytics, leveraging Natural Language 
Processing and machine learning classifiers. These threat 
models compare patterns of an individual to their peer 
groups; analyzing historical communication or log data, 
and building a statistical model. The system identifies red 
flags that can be readily categorized, escalated, prioritized 
and actioned. 

A number of relatively advanced firms are using threat 
indicator software like Splunk and Dark Trace. This is an 
excellent first line of defense and offers infographics, meta-
data analysis and system logs; but it’s only the first step and 
firms need to be thinking about the context and content in 
more depth. It might be that attachments have been sent 
out in large numbers but of more interest is what was in 
them and the fact they were sent to someone the firm’s sys-
tem has never interacted with before. The metadata sig-
nal can be supplemented with a behavioral pattern that 
shows this activity has perhaps never before happened 
during a weekend. 

CONCLUSIONS

Too many executives think of cyber narrowly as ran-
somware or hacking. The biggest threat to your organisa-
tion might be the person sitting right next to you. 

Recent studies have suggested that, on average, a breach 
instigated by an insider at a large corporation costs $5m 
to the enterprise once everything has been investigated, 
accounted for and remediated. 

This now-universal key risk needs to be considered, 
identified and prevented holistically on a much larger 
scale than currently. Major FTSE public companies did 
not report cyber attacks to authorities during the global 
Wannacry breach in order to avoid the reputational dam-
age. Denial and an inability to admit these vulnerabilities 
are not helping to crack a global problem that will best be 
fixed collaboratively and by matching the systemic, per-
sistent, determined and creative approach being used by 
the cyber criminals themselves. •
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A Beginner's Guide to Insider 
Threat and Risk with industry 
expert Stacey Champagne

How do you best define insider 
threat and risk?

 
An insider threat is a person who 

has or had authorized access to orga-
nizational assets, and used that access 
to maliciously or unintentionally act 
in a way that could harm the company. 
Insider risk is managing the preven-
tion, detection, and response to/of 
these individuals.

 
What are the biggest challenges in 

addressing it?
 
The misconceptions of what it 

takes to “prevent” insider threats. An 
insider threat program is the last line 
of defense when other organizational 
processes have failed. An insider risk 
team can do its best to detect indica-
tors as far to the “left of boom” as pos-
sible, but if your organization really 
wants to get ahead of the problem, 
they have to be willing to face the root 
cause. Often times that means address-
ing company culture, business prac-
tices, technology inefficiencies, etc.

Another challenge is finding the 
right balance of security controls so 
as not to impede legitimate business 
operations. If a company is going to 
block a particular behavior of con-
cern, such as uploading documents to 
cloud storage, they should be prepared 

with an approved solution to accom-
plish the same goal in a secure man-
ner. Business-justified exceptions will 
undoubtedly arise. Generalized poli-
cies often only work out for a few use 
cases, therefore it’s important for an 
insider threat program to gain as much 
knowledge about the daily workings 
of all roles and tailor their approach 
accordingly.

 
While every enterprise is different, 

in general, where are the biggest vul-
nerabilities and how do you perform 
an effective risk assessment to best 
place the business to protect itself?

 
Organizations are expected to 

move at lightning fast speed and SaaS 
is making it easy to introduce new 
ways of working, practically overnight. 
A key vulnerability for all organiza-
tions is employees leveraging these 
technologies and storing/sending 
work product through them without 
consulting their cybersecurity and/
or technology teams. The employee 
may not think they’re introducing any 
risk, and maybe that one application 
in itself isn’t a big concern; but if it 
can be linked to other resources, both 
insiders and outsiders can get creative 
when it comes to using multiple tools 
in an ecosystem to achieve their goal. 
Cybersecurity teams can anticipate 

this potential risk and suggest miti-
gating controls, but they have to know 
about its existence first.

 
What methods are best to mitigate 

the risk pre-event, at impact and post-
event?

 
Pre-event: Cybersecurity edu-

cation and awareness – and not just 
once a year through a slide deck. Clear 
channels of reporting in the fashion 
of “see something, say something”. 
Well-defined processes and resources 
that instruct how to transfer approved, 
work-justified or personal data out of 
the organization. This last point will 
enable your insider threat analysts to 
focus on truly abnormal behavior, as 
opposed to employees simply trying 
to do their job.

At impact: Listen to those who are 
trained in digital forensic investiga-
tions and follow their directions, or 
let them lead the way (and if you don’t 
have someone in your organization 
that fits the bill, get one). Every deci-
sion, every conversation, matters and 
can make all the difference if the situa-
tion ends up in court or the public eye.

Post-event: Gather all parties 
involved to walk through what hap-
pened, not just with the employee(s) 
but on the back-end with your rele-
vant teams (HR, legal, cybersecurity) 

by Radar

Stacey Champagne monitors and investigates events of employee theft, fraud, and 
sabotage as the Insider Threat Program Lead at Blackstone, one of the world’s leading 
investment firms. Radar asked her some essential questions that senior management 
need to be aware of as the corporate lens focuses more on the dangers that lie within.
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and determine whether there should 
be changes to people, technology, and/
or processes to mitigate the likelihood 
of a future event. •

Stacey Champagne is the Insider 
Threat Program Lead at Blackstone. She 
holds multiple certifications including 
Certified Forensic Computer Exam-
iner (CFCE) and Insider Threat Pro-
gram Manager (ITPM). Stacey earned 

her MS in Security and Resilience Stud-
ies with a focus on Cybersecurity Pol-
icy from Northeastern University, and 
a graduate certificate in Cybercrime 
Investigation and Cybersecurity from 
Boston University.

Stacey Champagne eats, breathes and sleeps insider threat and risk.
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SCENE 1

Felix is in sales – he had joined a new company three 
months prior to this incident. It is 10.20pm on a week-
day night and he has taken a potential client to dinner. 
They shared a bottle of wine. Felix is tired and he checks 
his phone. He has an email from the CEO! It says, “I’m in 
a meeting and I can’t pick up calls. Let me know when you 
are done, I need you to do something for me.” It looks like 
the CEO, it has his name and the sending email is admin@
ceoconnectzone.com. Felix says he will help as soon as the 
client has left. 

The boss sends another email, “I want to give away a cou-
ple of gift cards to some clients. Let me know if it’s possible to 
help arrange them promptly so I can advise on product and 
denomination needed.” Felix is keen to please. It seems a bit 
odd, but he is new and does not want to let the boss down. 

He receives another email; “I need them tonight, I want 
you purchase iTunes gift cards from the store – £900 worth. 
I need gift cards of £100 face value, that’s £100 X 9. Mak-
ing £900.” 

Felix starts to try to find somewhere local that sells the 
vouchers and sends this email back to the boss, “I have 
been in the biggest supermarket around Warren Street. They 
only sell £25 iTunes vouchers and have around £350 in total. 
PCWorld/Curries might have them, but they are closed (I 
have checked). I have called Tottenham Court Road and 
they only do small vouchers, I also called Camden and they 
do not do £50 or £100 (and close at 11pm). It seems that the 
only option, if we do not go for the £25 ones, is to wait until 
tomorrow. Please advise if you want the £25s?” 

The CEO responds instructing Felix to buy the vouch-
ers with a value of £25, and purchase the rest on the fol-
lowing day. In the meantime, he asks that Felix sends him 
the code for each card. But it wasn’t the CEO...

That night, Felix tells his wife – she says it sounds like a 
scam. The next day, the CEO confirms it was not him. Felix 
contacts the police; they say this happens all the time. He 
contacts Apple and complains about their controls and the 

non-traceable element but they say they need more infor-
mation to pursue it. 

How does Felix feel after the event? He lamented, “this 
was all heat of the moment, they caught me with a customer 
and I felt the urgency of, what I thought was, a boss I did 
not know well. Perhaps it would have been easier to detect 
if it had been in my inbox on my work PC rather than on 
my phone. I did feel ashamed and it felt horrible. I guess 
they worked out I was new in the company from Linke-
dIn and guessed my email address.”

The reality is that this is just a numbers game for the 
cyber criminal; the timing was right and Felix took the 
bait – a simple, successful phishing expedition. The email 
looked credible but the domain was in fact different by one 
letter (“u” instead of “o”) which could have been detected 
by machine-learning algorithm, and pushed as a warn-
ing to Felix.

SCENE 2

Beth Fraser is a hardworking CEO and founder of a tech 
company. The accounts administrator, James, who does 
not report to Beth, gets an email from her with a sending 
email address – ceo_exe@aol.com. The email reads, “Hi 
James, Are you in the office? I need you to process a CHAPS 
payment to a new payee today. Kindly let me know how soon 
you can get this done, the information needed to process the 
payment, as well as the available cash balance in the account 
at this moment? Thanks Beth.”

James responded that in order to process the payment 
he would need an invoice and the employees bank details. 
He confirmed the current balance of the company account 
as £520,098.77. Beth responded, “Hi James. Thank you for 
your candor. We’re expecting a payment for £71k from a cli-
ent “Bindon Services Ltd”. Kindly check if it is in yet? You 
will find both payee details and amount below for same day 
payment. Both payments should come out of our account. 1 
Amount: £28,489.44 Lloyds Bank Pls Ringit Solutions Accnt 

Gone phishing - it could happen to 
anyone
Radar spoke to two people at different-sized companies who had fallen prey to suc-
cessful phishing attacks. Below are the details of how it played out. Scary but true – 
could it be you next?

by Radar
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num: 4567138 Sort Code: 245690. 2) Amount: £48,492.03 
Lloyds Bank Pls Dandy Limited Accnt num: 23459051. In 
addition; I am a bit indisposed at the moment and will only 
be able to communicate invoices and proper coding by the 
end of the business day. Kindly process payments and keep 
me posted. Thanks Beth.”

James processed the transactions and emailed Beth to 
confirm, attaching evidence of the payment to the email. 
Once again...the emails James received were not, in fact, 
from Beth. It was a scam. 

We talked to Beth after the scam was uncovered and 
these were her observations: “I had never asked James to 
transfer money before as my CFO managed him, but I was 
the CEO and he was just following orders. I would generally 
not use certain words “kindly” or “candour”, but he did not 

know me so could not have known that. He let the scam-
mers know how much we had in the bank account so they 
knew how much they could be aiming for. The bank (Bar-
clays) reacted very slowly and did not make any attempt to 
retrieve the money, block the payments or help in any way.” 
Beth had to inform her shareholders of this incident – the 
£77k hit to her company was a bitter pill to swallow. She is 
sure she and her employees have learnt a very expensive les-
son and hopes it never happens again. In future, machine-
based detection would assist someone like James alerting 
him that language, salutations and phrases used were not 
typical of the CEO, Beth, and this may be phishing. This 
is especially useful in situations where there is no direct 
reporting or close relationship between the communicants. •

Phishing scams are on the rise, with one example including a scammer creating a deepfake that mimicked a CEO’s voice in a telephone call.
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the day they’re released

REQUEST YOUR DEMO 
WWW.BEHAVOX.COM/SAAS
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A practitioner's guide to the nuts 
and bolts of SM&CR for the hedge 
fund sector

Behavox ran one of its regular 
roundtables for the buyside compli-
ance community and invited Vaughan 
Edwards, partner at Medius UK, to 
come and set out the key practical 
considerations for hedge funds and 
alternative asset managers as the 
new Senior Managers and Certifi-
cation Regime (SM&CR) deadline 
approaches on 9th December 2019.

Here is a potted summary of the 
key takeaways from this presentation.

HOW HAVE WE GOT TO THIS? 

The origins lie in the larger finan-
cial scandals that surrounded the 
financial crash of 2008. Top bill-
ing goes to characters like Sir Fred 
Goodwin at RBS, whose lack of ulti-
mate responsibility for the train wreck 
at his own institution highlighted 
what Westminster regarded as the 
abject failure of the Approved Per-
sons’ Regime (APER). A lot of com-
panies got chunky enforcement fines; 
with very few exceptions (such as Peter 
Cummings at HBOS) no individuals 
received any sort of sanction. Many of 
those whose activity (or lack of it) was 
revealed as grossly negligent or unpro-
fessional, are still very much at large 
in the market.

 The nature of the APER regime 
did not provide for genuine individual 

responsibility. It engendered an envi-
ronment where the buck could pause 
with one individual but then be shifted 
on almost interminably. Individuals 
could rely on claiming they did not 
have actual responsibility, and this 
opened up a blame culture that saw 
accountability shifted easily from their 
own department or purview. 

 SM&CR changes that quite con-
siderably by removing the “room for 
manoeuvre” and creating a credible 
individual accountability regime. It is 
divided into three parts:

• Senior Managers: enhanced

accountability for senior managers.
• Certification: firms assume full

responsibility for initial and ongoing 
assessment of fitness and propriety of 
key employees.

• Conduct Rules: enhanced
accountability for the vast majority 
of employees.

This regime is applied proportion-
ately across three categories of firm: 
enhanced; core (most hedge funds); 
limited scope. While this is designed 
to ensure that the burden is heavier for 
higher risk firms, it can also mean that 
some individuals at smaller firms find 

by Alex Viall

Behavox ran a roundtable for its hedge fund clients on the best approach for getting 
to grips with the UK Senior Managers Regime, which becomes effective for the rest 
of the market on 9th December 2019.

SM&CR has been created off the back of 2008’s financial crash, in which the RBS crisis was a key 
player.
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themselves carrying a disproportion-
ate amount of responsibility compared 
to their peers at much larger firms.

 

WHAT HAS CHANGED?
 
Senior Managers: the new 

approach replaces the Significant 
Influence Function (SIF) regime and 
crucially enhances it with Statements 
of Responsibility (SoRs) that set out 
the scope and nature of an individual’s 
responsibility. The Overall Responsi-
bility concept means that Senior Man-
agers must own ultimate responsibil-
ity for all the relevant activities of their 
firm.

Certification: this sees the reg-
ulator being removed as the clear-
ing house for individuals who were 
approved persons. It puts the onus on 
the firm and its counterparty.

Conduct Rules: these replace the 
Principles for Approved Persons and 
bring in new specific individual con-
duct obligations for (a) senior man-
agers and (b) all other employees, 
including those in temp/contract roles, 
i.e.they apply top to bottom with very 
few exceptions.

 The application of the regime is 
at legal entity level, not just “compli-
ance at group level”. The application 
also means that employees providing 

their services to the regulated firm 
through other unregulated group enti-
ties (“service companies”) will typically 
be caught. SM&CR applies to individ-
uals responsible for managing one or 
more aspects of the firm’s regulated 
activities that involve a risk of seri-
ous consequences for the firm or the 
wider financial system. Most manag-
ers who were SIFs under the previous 
regime are in scope, but new entrants 
who were not necessarily caught prior 
to this in functions like HR, IT and 
Ops are now under potential scrutiny. 
Most SIFs are familiar with the pre-
vious Principles but less so with the 
detail that the new regime involves.

 Senior Manager Function Cat-
egories for Core firms are as fol-
lows: SMF1 – CEO; SMF3 – Exec-
utive Director; SMF9 – Chairman; 
SMF16 – Compliance oversight; 
SMF17 – MLRO; SMF27 – Partner. 
There are six potentially relevant pre-
scribed “core” responsibilities under 
the regime: performance of obligations 
under SM&CR; performance of obliga-
tions under the certification rules; per-
formance of obligations in respect of 
notification and training of the Con-
duct Rules; responsibility for policies 
and procedures for countering the risk 
of furthering financial crime; respon-
sibility for compliance with CASS; 
responsibility for an AFM’s assess-

ments of value, independent director 
representation and acting in investors’ 
best interests.

EXPOSURE LIKE NEVER 
BEFORE – BEWARE THE 
BACKWASH OF SORS

 
The SoRs map the prescribed 

responsibilities and additional respon-
sibilities to individual senior manag-
ers and all applicable ones MUST be 
allocated. There is very little scope for 
sharing responsibility. The industry 
has been encouraged to err on the side 
of “less is more”, which roughly trans-
lates to fitting a statement onto one 
side of A4 paper. FCA recommends 
brevity and directness, without the 
attached detail. Its guidance on state-
ments is generally clear and has plenty 
of examples of good and poor practice. 
One key issue is that the responsibility, 
if unallocated or it transpires that no 
one was responsible, flows back all the 
way to the top. CEOs beware!

 A common concern relates to 
the need (or not) for job descriptions 
(JDs). The key consideration is that the 
JDs, while potentially useful, will need 
to remain compatible with the SoRs, 
thereby compounding the significant 
administrative burden that comes with 
the new regime.

 

INDIVIDUAL 
ACCOUNTABILITY IN A 
“PARTNERSHIP” STRUCTURE

 
These two do not exactly go hand 

in hand, and FCA’s statements around 
this issue are short and sweet. FCA 
recognises that there are very few true 
partnerships, and that senior, execu-
tive-type partners typically have more 
responsibility than junior partners 
(and, as stated earlier, FCA does not 
like responsibilities being shared or 
divided among partners).

It does beg the question of what the 
partnership concept really means at 
individual firms, and it forces an exam-
ination of the governance structure, 

Vaughan Edwards, Partner at Medius UK.
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who has influence, the right to vote, 
and genuinely provide challenge. Get-
ting to grips with all these issues in the 
course of SM&CR implementation is 
certainly not an unhealthy exercise. In 
practice, partners focused on revenue 
generation are suddenly showing no 
desire to be SMF27s, and many peo-
ple who demanded grand corporate 
titles are now shedding them quickly! 
In addition, many partnerships have 
important people who actually run 
the business but are not partners (any 
CCO and indeed most people typi-
cally sitting on executive committees 
are likely to be deemed senior manag-
ers). Most of the firms at this roundta-
ble said that they are using the HMRC 
designation of “partner” to determine 
who is actually caught.

 

RESPONSIBILITY MAPS
 
The maps are designed to clarify 

the regulatory governance arrange-
ments at firms; they set out the respon-

sibilities and reporting lines (up and 
down) at the firm for all senior manag-
ers. These reporting lines must include 
lines outside the local offices and take 
in matrix arrangements. These must 
be accurate and up-to-date at all times 
and all versions need to be maintained. 
They are only obligatory for enhanced 
firms but they do serve a useful pur-
pose, and all firms should consider 
utilising some form of map.

 The FCA has been keen to state 
its intent to use SM&CR as a super-
visory rather than just an enforce-
ment tool. Firms that maintain effec-
tive records of regulatory governance 
frameworks will impress supervisors 
and help CEOs evidence the effective 
discharge of their considerable respon-
sibilities under the regime.

 

THE REALLY IMPORTANT 
STUFF – “REASONABLE STEPS”

 
It is no longer enough to just be 

a good manager or supervisor, you 

must be able to evidence it. There is a 
duty or responsibility on you if some-
thing goes wrong, and the regulator 
may examine the evidence to establish 
what action a manager took to stop it 
happening in the first place, and/or to 
stop it continuing. 

Managers need to embrace an 
enhanced awareness of when it might 
make sense to record ad hoc deci-
sions formally. For example, a man-
ager is about to get on a plane to NY 
and someone calls and asks if the desk 
should hedge a very big position. The 
manager says they should. She gets on 
the plane and flies to NY and gets out 
of the plane and discovers that the firm 
has incurred a major loss and people 
are denying her verbal instructions to 
put on the hedge. Is this sort of sit-
uation potentially material? Yes it is. 
Best to record these interactions in 
writing to cover yourself. This sort of 
discipline will work very well when 
dealing with people who, when faced 
with negative consequences for them-
selves, have a tendency to have a very 

Under SM&CR, there should be an enhanced focus on record keeping. Ad-hoc meetings and decisions should be recorded so that a situation is 
covered if conflict arises.
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different recollection of events when 
required to give their version of what 
happened to a regulator.

 Outside these ad hoc interac-
tions, the recordkeeping associated 
with good Board and senior execu-
tive governance arrangements should 
readily provide much of the evidence 
that directors and CEOs need. Much 
more attention is likely to be needed 
at the “functional layer” where there is 
less formality and little or no record-
keeping. 

REASONABLE STEPS 
FRAMEWORK (RSF)

Firms and Senior Managers that 
are genuinely invested in getting 
SM&CR right need to focus on devel-
oping strong RSFs. The SoRs lay out 
the key responsibilities, but the real 
question is how these are actually 
discharged in practice. Where tasks 
have been delegated, it is important 
that there is a record (a) of that delega-
tion and (b) of its acknowledgment (“I 
acknowledge I am performing tasks X, 
Y and Z”). Effective oversight of those 
delegated tasks can be best evidenced 
through a combination of good man-
agement information (MI), and suffi-
ciently regular interaction with the del-
egates. The MI should be referenced 
at those meetings and it is suggested 
that the ongoing oversight can be evi-
denced through good action-tracking 
(as opposed to the need for minuted 
meetings). This RSF action-track-
ing can then be complemented with 
records of any key decisions arising 
from those inevitable, non-routine 
(corridors, restaurants, conferences, 
airplanes etc) interactions referred to 
above.

CERTIFICATION REGIME

Regulators have defined the scope 
here as any individual “who could pose 
a risk of significant harm to the firm or 
its customers”. The obligation is now 
on the firm and not the FCA to certify 

that the individual is fit, proper and 
competent for their role on an annual 
basis. While it is similar in nature to 
the Approved Persons Regime, it is 
wider in scope and designed to cap-
ture more individuals such as those 
engaged in key risk and control func-
tions. The 30-day exemption remains 
similar in that an individual who is 
based outside the UK and spends 
no more than 30 days in the UK in a 
12-month period, is exempt if properly 
supervised. Individuals who are senior 
managers under the new regime do
not typically need to be certified but
can be captured if they perform activ-
ities outside the scope of their SMF.

The new system is designed to stop 
bad apples rolling around from firm 
to firm as their conduct is uncovered 
and they simply move on. The regula-
tory reference now requires more than 
a simple confirmation that someone 
worked at a certain place from this 
date to that date, and Conduct Rule 
breaches must be disclosed. It requires 
a communal approach and places a 
much greater reliance on relationships 
with other firms.

CONDUCT RULES

The new Conduct Rules are 
designed to encourage individuals to 
accept greater responsibility, and they 
replace (albeit in name, not in sub-
stance) the Statements of Principle for 
Approved Persons. They are divided 
into the Conduct Rules for Senior 
Managers and those for all other staff. 
The latter covers all employees (tem-
porary as well as permanent) except 
for some ancillary staff (eg catering, 
security). FCA’s guidance states that 
chauffeurs and print room staff are not 
covered, which seems an oversight, as 
both are often exposed to very sen-
sitive information (print room staff 
have been historically enforced against 
for using inside information they have 
seen relating to unannounced M&A 
deals). Should drivers, personal assis-
tants etc be covered? This is a call each 
firm must make themselves based on 

their own risk appetites, but there 
seems to be very little downside to 
erring on the safe side and including 
everyone.

The five Conduct Rules apply to 
all, and if they are not adhered to by 
an individual, there is an obligation to 
report any Conduct Rule breaches to 
the FCA (immediately in the case of 
Senior Managers). They are very high-
level and reflect the FCA’s Principles 
(“integrity”, “treating customers fairly”, 
etc). Conduct Rule breaches can be 
expected to be career-limiting once 
the regulated firm that an individual 
is hoping to move to gets notified of 
them. It is essential that firms apply 
their approach to this with great care 
and, more importantly, with total con-
sistency. The potential for individuals 
to take their own legal action against a 
firm for inconsistent application of the 
Conduct Rules is significant.

TIPS ON IMPLEMENTATION 
AND MARKET PRACTICE

• Experience of SM&CR since 2016 
suggests that people being asked to 
sign up as Senior Managers can have 
differing reactions. The two ends of the 
spectrum include those who under-
stand and accept the responsibilities 
inherent in their role, through to those 
who seek to deny the responsibilities 
clearly implied by their job titles (and 
compensation!) and demand their own 
lawyer to resolve the issue.

• The substance of what goes into
a typical SoR should not take up more 
than one side of A4.

• Some firms have job descriptions 
for their senior executives and wish to 
maintain them alongside the SoRs. In 
such cases, it is very important that 
both documents are regularly recon-
ciled to avoid any inconsistencies.

How is implementing it? Some 
firms and people have to be literally 
dragged through the process but once 
they start, they generally get into the 
swing of it. It can help to get buy-in 
from one core person who champi-
ons the process and drives it. • 
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What general trends are you seeing more of at the 
moment? Are there any particular messages you’re hear-
ing from the regulators?

One trend we have noticed is that the FCA is focused 
on firms that have an over-reliance on individuals. It sug-
gests the regulator feels they would be better served by the 
use of more automated compliance systems. We are see-
ing this in particular in relation to transaction monitoring, 
post-trade reporting, and filing STORs or SARs. 

Many of these firms do not have an abundance of cus-
tomers and have therefore opted to monitor transactions 
manually, usually through their compliance team. The FCA 
is often of the view that even in these instances, that is not 

“good enough” and more automated compliance systems 
should be put in place instead. 

So are they saying you have to have a system? You’ve 
got to automate?

While the FCA is not saying this in so many words, 
we have noticed that those who have a system in place are 
finding the process easier in comparison to those firms 
that are solely reliant on people. Part of the FCA’s con-
cern is likely that if a firm is reliant on a handful of peo-
ple and a day arises where they are sick or on leave, there 
is a large gap between what is expected and what the firm 
has actually done. 

On enforcement trends, we’ve noticed that there have 
already been 10 enforcements this year. Your view on any 
trends so far?

What is interesting to me is that shortly after Mark Stew-
ard became the director of enforcement in 2016, the FCA 
opened a lot of new enforcement investigations on the basis 
that it would shut cases if there had been no wrongdoing. 
The problem with that approach is that the FCA still has 
to investigate each case; generally in the enforcement divi-
sion of the FCA, each staff member has about three or four 
investigations at any time. It seems that this approach has 
essentially resulted in a backlog of cases. Instead of being 
able to push on with the really clear breaches, the FCA still 
has to follow the set process on all cases, even those that 

are unlikely to be successful. 
What I believe the FCA should consider doing is pub-

lishing details of cases they have investigated, perhaps on 
a no-names basis, but did not pursue. I think this would 
help the financial sector as a whole understand more about 
other areas of regulation that FCA is concerned about, even 
though they may not have resulted in a public enforcement 
action being taken. 

Do you think there’s a swing towards them going after 
individuals more than firms?

Yes. The FCA is certainly focusing on individuals and 
that focus will increase with SM&CR. 

When a firm is being investigated, early on in the pro-
cess there is often an internal conversation about who will 

A fireside chat with Tim Dolan
Radar talks market abuse, SM&CR, culture and enforcement with regulatory expert, 
Tim Dolan.

by Radar

Tim Dolan, Partner at Reed Smith LLP.
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take the blame for the perceived failing. In general, the 
larger the institution, the more likely they are to try and 
find a scapegoat. 

So with regard to market abuse, there have been a 
number of important cases recently. There’s Linear, the 
Interactive Brokers enforcement and the Paul Stephany 
case, which FCA didn’t really define as market abuse. Any 
insights?

A key lesson arising from these cases for in-house com-
pliance at financial services firms is to continue to won-
der “what else could be going on at our firm and what is 
unusual?” In particular, if a team or desk is very success-
ful, compliance must question why and explore whether 

there is anything untoward going on. 

There’s also an interesting play from the FCA on the 
new movement towards financial crime blending into the 
market abuse arena. There was obviously the Financial 
Crime Guide that came out, and then you look at some 
of the things in the background like the Deutsche mirror 
trades and the money laundering activity in Nordic banks. 
There’s a feeling that financial criminals are very sophis-
ticated, not only in how they get the money into the sys-
tem but what they do with it once it’s there. Is that how 
you would define it? 

The whole push on financial crime was around the time 
of the Financial Action Task Force (FATF) Review in the 

The FCA has a reduced tolerance for firms that rely solely on manual processes or have an over-reliance on individuals.
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UK in 2018. Leading up to that, if you go back two years 
before, the press was buzzing with stories on how the UK 
was very susceptible to money laundering and I think sta-
tistically the FCA only had a handful of investigations open 
in relation to financial crime at that time. If nothing else, 
I think the increase in financial crime investigations has 
been to force firms to think about their susceptibility to it. 

From talking to firms, the impression we get is that the 
financial crime teams have traditionally been a separate 
unit. Distinct from front-office supervisory or second-line 
compliance advisory, they are completely siloed from the 
financial crime teams. Whereas now it feels like they’re 
being asked to cooperate and work together?

Yes – financial crime teams are often a separate unit 
and they should not be siloed. They need to have as much 
autonomy and say as the compliance and legal teams as 
they perform a critical role. 

On SM&CR, I’m sure your clients are talking about 
it, but are you actually doing any advisory or implemen-
tation?

Of course. The stages are all different though. We have 
clients who have been preparing for more than a year 
because they knew they would need to plan a big restruc-
turing or make fundamental changes to their organisation, 
or perhaps they had heard about how painful the process 
had been for banks and wanted to be ahead of the curve. 
We also have clients who only started their work a couple 
of months ago and others who have not started yet – but 
they know about it, are quite well-read on it and are plan-
ning on getting on with it in the early autumn. 

From my experience, the mapping piece – working out 
who is actually responsible for what – is the key point to 
focus on early on. It is often more work than firms real-
ise because for it to be done properly the process has to be 
led by the firm, in my view, rather than external advisers. 

We’ve had a few roundtables with firms who have 
already done it and firms that are about to do it for 9 
December. Generally people are really positive about it. 
They’re acknowledging that it’s extra work but that actu-
ally it’s been really useful. There have obviously been some 
politics around people acclimatising to actually having 
their responsibilities specified, but generally they say it’s 
been beneficial.

It is beneficial for it to be clear what the roles are and 
who is responsible for each piece. It will be interesting when 
we eventually come to see enforcement proceedings relat-
ing to SM&CR in coming years. There will undoubtedly be 
instances where you have an individual who is responsible 
for something but has nevertheless relied on other people 

to fulfil their responsibility because people naturally some-
times have to rely on others. In actuality, the most pow-
erful part about SM&CR is to make sure that the individ-
uals that hold those roles of responsibility are getting the 
information they need to ensure their responsibilities are 
being performed, even when delegated. 

On the cultural side of things, the threat coming out 
of some of the FCA’s speeches seems to be that if they find 
a firm’s culture or approach to be wrong then they might 
infer that there is more inappropriate activity going on 
throughout the rest of the organisation. And if you’re in 
that position you may get more visits from the regulator 
and they’ll keep digging until they find those things. Do 
you agree?

Yes, the FCA is particularly focused, rightly or wrongly, 
on firms that it perceives to have a poor culture. However, 
it is good to remember that when we speak of culture in 
that regard what we are actually referring to are the incen-
tives behind people doing certain things. 

Looking ahead to the rest of 2019, what are your cli-
ents focussing on?

Remarkably, compliance with CASS continues to be a 
recurring theme, along with SMCR preparation. 

While I have managed to avoid the topic up to this 
point, there is of course the elephant in the room – Brexit. 
The important point to remember is that this is not just 
an issue for UK firms looking out to Europe or beyond 
but also let us not forget those European businesses that 
have passported here who, in the event of a no-deal Brexit, 
while they will have a temporary window from the FCA 
and PRA (provided they have notified them in time), will 
have to submit a timely application for full authorisation 
at some point next year. I very much hope that the FCA 
will employ appropriate numbers of staff to deal with these 
applications promptly. 

As a native New Zealander did you get to see any of 
the Cricket World Cup in the summer?

I am a proud Kiwi and was delighted to get a ticket for 
the final at Lord’s. I am still traumatised by what transpired 
and am getting regular therapy. •

Tim has been practising financial services law for 20 years. 
During that time, he has worked for financial services reg-
ulators including the UK Financial Services Authority (the 
predecessor to the FCA); he successfully appeared before the 
Regulatory Decisions Committee and the Upper Tribunal, 
and helps clients understand and respond to UK and Euro-
pean regulatory issues, such as Brexit. Tim is now Partner 
at Reed Smith.
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Holes in the system: exposing the 
gaps in modern-day compliance

In June 2019, the UK Financial 
Conduct Authority (FCA) was suc-
cessful in a case against a senior com-
pliance officer at UBS who had used 
her position to identify and pass on 
inside information. Fabiana Abdel-
Malek used a pay-as-you-go mobile 
phone, disguised as her work phone, 
to pass on private information to her 
family-friend who was a day trader. 
Both defendants were sentenced to 
three years imprisonment. 

As a compliance officer, Abdel-
Malek was able to manipulate her posi-
tion and the trust that came with it. 
Firms often overlook control of the 
controllers, assuming they will prevent 
malpractice, and not commit it. From 

personal devices to risky individuals, 
Abdel-Malek’s activities exposed some 
of the loopholes that can be exploited 
time and again. 

In the last year, regulators around 
the globe have ramped up pressure on 
firms to move away from relying on a 
manual approach and to instead invest 
in technology and systems that ensure 
non-compliant activity is captured. 
There’s no doubt that compliance sys-
tems are rapidly improving, but even 
the tightest-run outfit will have areas 
that lie exposed, or employees that can 
game the system. Radar reached out 
to industry experts to establish where 
those holes appear and what, if any-
thing, can be done to seal the cracks.

VOICE

On the trading floor, calls are still 
king. An effective voice monitoring 
solution is imperative. It’s no surprise, 
therefore, that regulators are looking 
for robust systems that capture the 
conversations being had across the 
business. 

Firms are approaching voice in dif-
ferent ways, both positive and negative. 
Some firms opt to capture voice, even 
in the absence of regulatory burden 
or pressure. It offers them interesting 
insights about their employees’ inter-
actions that they might not previously 
have been able to glean. Other firms 
are keen to keep voice monitoring at 
arms length – or put it off for as long 
as necessary – often it can be incrim-
inating, or uncover instances of bad 
behavior that perhaps they’re not yet 
ready to cleanse. In some cases, firms 
record calls so that they’re able to set-
tle a trade dispute, but delete those 
records fast to avoid cost burdens, as 
well as the inquiring eye of the reg-
ulator.

The market feel would generally 
suggest that demand currently far out-
weighs supply; people want to capture 
voice, but the tech is seldom up to the 
job. While voice monitoring systems 
are undoubtedly improving, gaps are 
inevitable in the current offering and 
arise on a number of different levels. 

by Jennie Clarke

Under pressure from the regulators, financial services firms are ramping up invest-
ment in smart tech and innovative systems to monitor employees and draw out risks. 
But can any system ever be fully watertight? Radar explores where the weaknesses lie, 
and how firms can patch up the gaps.

Compliance teams must find ways to monitor voice without inadvertently pushing employees 
onto personal devices.
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SHORT CALLS – “NO ONE IS 
ELOQUENTLY DESCRIBING 
HOW THEY’RE GOING TO 
MANIPULATE THE MARKET”

A recurring issue raised at Behavox 
roundtables is that voice monitor-
ing systems fail to capture and anal-
yse short calls to any effect, which are 
often the most valuable. Most voice-
to-text systems need to ingest a certain 
amount of data in order to accurately 
identify the speaker, an accent and 
their language. There is widespread 
scepticism on accuracy rates touted 
by vendors, but the tech is improving 
fast as data sets grow and more invest-
ment is made into the R&D.

Off the trading floor, conversa-
tions of five minutes and under might 
generally be considered uninterest-
ing or unimportant. As an experi-
enced expert in supervision and con-
duct noted, the first few seconds “are 
where we’ll actually find the stuff that’s 
material – because no one is eloquently 
describing how they’re going to 
manipulate the market.” This is a com-
mon concern, with a head of market 

conduct monitoring adding that “with 
brokers, their conversations are really 
short. So most of their conversations 
are about one to three seconds. And 
that just won’t get captured audibly.” 
That’s not to say, however, that longer 
calls don’t produce some insights too; 
for some, random monitoring of long 
calls has proved the most fruitful.

There’s a chance then that some of 
the most important or illicit calls will 
fly under the radar until such a time 
that voice analytics can find accurate 
signals in seconds rather than min-
utes. Until that day, one can only won-
der what firms might miss. 

FRANGLAIS AND FOREIGN 
LANGUAGES

The length of a conversation isn’t 
the only challenge for compliance offi-
cers looking to glean meaningful infor-
mation from voice. From conversa-
tions we’ve had with compliance and 
enforcement professionals, it seems 
that voice-to-text and voice monitor-
ing systems generally offer returns of 

around 70%-80% accuracy. Exception-
ally, some systems, including Behavox, 
offer 90% accuracy rates. So what com-
prises this other 10%? Where are the 
outliers?

Foreign languages can challenge 
even the most comprehensive systems. 
In most instances, the approach has 
been to start with a system that can 
detect and transcribe calls made in 
English and to subsequently bolt on 
a suite of languages as and when they 
are developed or demanded. 

While some systems are devel-
oped to understand foreign languages 
(most commonly English, Mandarin 
and Spanish), difficulties arise where 
individuals speak in a language unfa-
miliar to the system, or flit between 
languages throughout the call. Often 
the system is only created to pick up a 
certain language and will falter where 
others are used. “For me the real dark 
corner is the person who’s speaking a 
bit of Franglais,” said a commodities 
market professional. As a VP of trade 
surveillance highlighted, the system 
used at their firm will generate an alert 
in instances where a person changes 
language in the middle of a conversa-
tion, however if the conversation had 
been held entirely in French, for exam-
ple, it wouldn’t pick it up as it hasn’t 
been trained to understand French.

WHAT IS REGULATORY 
EXPECTATION?

Voice is still a challenge. It’s a 
theme that runs throughout most 
Behavox roundtables. However, while 
firms have EU regulatory obligations 
to capture and analyse voice, one 
might ask whether regulators might 
let it slide for now, given that avail-
able technology seems to struggle to 
meet the strict demands of monitoring 
under the Market Abuse Regulation. 

“The regulators understand that 
voice is hard.”

Another added, “I don’t really feel 
we have to do anything because we’re 

Different languages present a unique challenge for compliance systems as most currently under-
stand only English, Spanish and Mandarin. But the landscape is evolving.
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waiting for the technology to get there. 
It’s starting to, so we’re having to take it 
a bit more seriously and we’re actively 
engaging.” As technology advances, 
so too will the regulator’s interest in 
ensuring firms are investing in and 
utilising it. 

PEOPLE

Investing in a system to monitor 
employees is one thing, establishing 
who to monitor is another. A roundta-
ble attendee who had recently returned 
from the 2019 Surveillance Summit 
said it had been suggested that “one 
of the hardest things is deciding who 
to record.” This suggestion was wel-
comed, with a number of attendees 
concurring that they are “confused 
as to working out who are the peo-
ple who could be carrying the risk”. 
Whose calls should you be monitor-
ing? Whose emails could be putting 
the company in jeopardy?

In February this year, Julia Hog-
gett, Director of Market Oversight at 
the UK Financial Conduct Authority, 
called on firms to monitor employ-
ees across the board, from cleaners 
to chief executives to those within 
the compliance team. For some, this 
appears a daunting task. However, 
Hoggett’s warnings have since been 
substantiated by a number of enforce-
ment actions that have seen employ-
ees from all parts of a business act-
ing illicitly. 

Abdel-Malek, for example, was 
a senior compliance officer within a 
high-profile investment bank. In the 
US, a junior analyst at RBC Capital 
Markets was charged by the Securi-
ties and Exchange Commission with 
insider trading. He had only gradu-
ated from university one year prior. In 
2018, a software developer at Equifax 
was charged with insider trading after 
he traded on confidential information 
that he uncovered when working to 
develop a remedial application to cope 
with a data breach at his company. 

As the above cases show, insider 
risk stretches beyond the trading floor. 

However, it’s no easy feat to implement 
company-wide monitoring. Instead, 
firms will likely choose to monitor 
the employees that appear to pose 
the most risk. 

BIGGEST RISKS AT THE TOP?

Julia Hoggett’s February speech 
suggested that senior management 
should not be immune from being 
monitored. “Move away from the 
assumption that if someone legiti-
mately has access to information, they 
will always act legitimately with that 
information”, Hoggett urged firms. 
FCA’s Market Watch 60, published 
on 1 August 2019, echoed this senti-
ment in sharing the FCA’s “concerns 
and findings about control of access 
to inside information [following] the 
conviction of Fabiana Abdel-Malek.”

The FCA seems especially worried 
about leaks at the top. And for good 
reason. There is a strong correlation 
between being in a privileged posi-
tion and their contact book with the 
best access to information. They are 
also in control. But monitoring senior 
management, and even chief execu-
tives, requires delicate handling. It’s 
one thing to review emails, it’s another 
to challenge those who run the show. 

“We do have a head of advisory 
who reviews the supervisors’ emails 

– but no one wants to do this job!” 

Everyone should be held to the 
same standard. This is the chief argu-
ment in favour of monitoring senior 
figures and was the general essence of 
Hoggett’s speech; information is pre-
cious and those with access to it, no 
matter their seniority, should be sur-
veilled. 

THE ONES YOU LEAST EXPECT 

Traders, analysts and brokers are 
the most obvious risk group for mar-
ket abuse or non-compliant behav-
ior. However, the clear takeaway 

from recent cases is that it’s seldom 
the person you most suspect. Estab-
lishing employee risk can’t be left to 
intuition and gut feel. As such, busi-
nesses need to be creative, not only in 
the technology or systems that they 
choose to employ, but also in choos-
ing who they’ll monitor. What about 
those right under your nose or who 
are self-reporting regularly?

As one surveillance expert 
responded, this was exactly the point 
of the FCA’s warnings. “Most often 
this is coming from people that you 
don’t expect, so compliance systems 
should go into all areas. In the future, 
the reality is that no one should have 
the ability to assume that they’re not 
being monitored.” They added that the 
IT team present a particular challenge 
for compliance as they “think they’re 
outside of scope...in fact, the concept 
for IT that they’ll ever be in scope is so 
ludicrous that they’re really not think-
ing about how they communicate.”

Whether it’s those at the top, those 
at the bottom, or those that you’d never 
suspect, regulators are only going to 
increase the pressure on firms to mon-
itor employees from all corners.

DATA ACCESS

In Market Watch 60, the FCA high-
lighted information access as its chief 
concern: “by allowing widespread 
and unchallenged access to individu-
als who do not require the inside infor-
mation to do their job, firms increase 
the risk of that information being dis-
closed unlawfully,” it said. 

The FCA’s concerns were inspired 
by the findings of their Thematic 
Review of the processes that invest-
ment banks have in place to control 
the flow of confidential and inside 
information. The findings highlighted 
industry-wide failings. In particular, 
it found that insider lists frequently 
failed to document the names of 
those people who had been provided 
access to insider information, or would 
incorrectly list the names of people 
who no longer had access. In one 
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to an extent, by more intuitive tech. 
Some systems, including Behavox, are 
trained to detect instances where an 
employee suggests moving to an alter-
native device or application. However, 
if the activity had never crossed into 
the realm of workplace or business 
ecomms channels, it will prove chal-
lenging to detect. Compliance officers 
face a unique challenge: to monitor 
employees, but not monitor so strictly 
that employees move their activity 
into channels that can’t be surveilled. 
Alternatively, some firms opt to trust 
their employees to do the right thing 
and introduce a confessions-based 
approach where if they use personal 
or encrypted channels they deliver 
records of it to their compliance teams. 
As one attendee described it, “you have 
to try and find some sort of imperfect 
middle ground.”

THE FUTURE

It is a fact that there are holes in 
all systems and ways that some can be 
gamed by determined players, be they 
manual or top-of-the range SaaS solu-
tions. It is also true that new technol-
ogies have improved greatly in a short 
time, meaning those gaps are dimin-
ishing. As one Radar fan told us, it was 
only 18 months ago that an accent on 
its own would have thrown the whole 
voice monitoring system. Now it can 
detect accents and deliver paralinguis-
tic change that defy belief. If that’s the 
level of progress in 18 months, where 
will we be by 2022?

Historically, financial compliance 
has depended on a level of trust. It 
was expected that compliance offi-
cers would, as their title might imply, 
be compliant. However, a combination 
of regulator scrutiny and insider risk 
has shown that trust is wearing thin. 
Instead, the compliance landscape is 
moving further towards intelligent 
monitoring and analysis, based on 
real data and real facts. Good job that 
technology is developing at the right 
pace to meet regulator expectation. • 

case, an insider list documented only 
12 employees as having access to con-
fidential information, when in reality 
600 people had undocumented access. 
In part, this was the result of firms fail-
ing to systematically review the access 
rights of their staff. In some instances 
many continued to have access to key 
information after their roles came to 
an end. 

Information access, specifically the 
control of who has legitimate and nec-
essary access, is an unnecessary and 
preventable hole in the system. As the 
FCA pointed out, establishing who has 
access to inside information at par-
ticular points in time is “crucial”. It 
adds that an inability to respond to 
a request with accurate records of 
who has access to inside information 
is taken as an “indication of under-
lying weaknesses in systems”. While 
gaps are sometimes inevitable, the cor-
rect granting and recording of access 
rights is not. Regulators are unforgiv-
ing when information falls into the 
wrong hands. They’ll be even less so 
when it could have been easily pre-
vented. 

PERSONAL DEVICES AND IM

Personal devices and private mes-
saging services pose countless prob-
lems for the compliance team, not least 
because they’re difficult to monitor. In 
some instances, illicit activity may only 
be detected through trade activity; 
reconstruction post-trade might show 
that contact had been made through 
personal devices. Personal and private 
devices are the “unknown unknown” 
which is “the bit that scares everybody 
right now”.

Some firms look to prevent wrong-
doing via personal channels through 
the simple method of banning devices 
on the trade floor. Others install tech 
that disables an employee’s phone once 
they enter the office, rendering it unus-
able until they leave work. There’s also 
tech that will flag when and where a 
mobile phone is in use – not too far 
removed from that used in prisons! 

But it’s not always clear cut; a round-
table attendee admitted that “we let 
people use their phones for personal 
issues on the trading floor, so if your 
wife texts you or something like that. 
It’s almost impossible to enforce.” 

The already complex issue of per-
sonal devices on the trade floor is 
only exacerbated by more subtle gad-
gets, such as iWatches. Or how about 
Levi and Google’s new Jacquard smart 
jacket – a denim jacket that allows you 
to take calls with simple hand ges-
tures? Communicative tech is becom-
ing smaller and subtler, and inevitably 
harder to trace.

“Compliance teams are poten-
tially driving things underground 
whether we like it or not, so it’s just 
an arms race.”

However, as a Radar contribu-
tor highlighted “there’s a balance 
between having control and just push-
ing it underground”. Some firms worry 
that by exerting too much control over  
communications, they instead might 
move their communications onto per-
sonal devices, where they can no lon-
ger be analysed. The same could be 
said for encrypted messaging; employ-
ees that might usually chat over work 
email or IMs might be inclined to 
move underhand behavior and dis-
cussions onto encrypted applications 
such as WhatsApp, WeChat or Face-
book Messenger.

This dilemma can be monitored, 

Encrypted systems, such as Whatsapp, can 
present challenges for compliance systems as 
chats will be less easy to monitor and collate.
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As Ben Brooks describes his background it is abundantly 
clear that he has applied his wealth of experience, a great 
deal of thought (and his life savings), to reach his current 
state as founder of a business that deploys employee devel-
opment software in some of the largest multinational firms 
in the US. The investment is paying off - PILOT was just 
named No1 HRTech Startup to Watch in 2020 by a lead-
ing analyst and also won the HRTech pitchfest at one of 
the industry’s largest annual conventions.

He has been heavily influenced by an early exposure 
to data; first through his father as a scientist, and subse-
quently in his early roles in the HR sector. This leaning 
then started to shape his view that software and machines 
could empower humans, rather than placing reliance on 
mantras or frameworks as the more traditional main tenets 
that are used in HR management. 

DATA FROM BIRTH

Ben worked at Enterprise Rent-a-Car, a totally perfor-
mance-measured business that drives promotion. All the 
opportunities there were totally transparent. A mix of 20 
different data sources were used to create a composite that 
established who got ahead. Ben saw how data was used in 
a formulaic and effective way. While at Lockheed Martin, 
it was all about science and engineering; everything had to 
be proven. He completed Lean SixSigma blackbelt training 
and learnt how using data meant solving problems better, 
understanding root causes, where the leaks and waste exist, 
and how to analyze a complaint to form the best solution. 
His next stop was management consulting at Oliver Wyman, 
known as “the data firm” when compared to its competi-
tors. They proved things through data insights. 

The perfect human-machine 
symbiosis - how talent management 
software can transform HR
Radar spent time talking to the founder and CEO of PILOT, an innovative SaaS prod-
uct that offers talent management and development to a growing cadre of aspiring 
employees that have traditionally been neglected by their managers – to everyone’s cost.

by Alex Viall

PILOT collects previously unseen insights for HR and packages them in visual, easily-digestible reports.
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THE HR JOURNEY BEGINS...LEARNING TO TALK 
IN THE C-SUITE’S LANGUAGE

Ben’s early observations in HR at the global professional 
services firm, Marsh & McLennan, were how “data poor” 
the function was compared to other parts of an enterprise 
at the turn of the century. While a paradigm shift is now 
underway, at that time it was exciting to be able to use 
some form of measurement in even the most basic sense. 
He and colleagues started doing innovative things, but had 
to set clear goals that were steering-committee approved 
and based on benchmarks. Goals were hit and one (with 
a 700% success rate) was covered in the CEO’s quarterly 
statement for achievement. 

This was the first sign of HR starting to speak the lan-
guage of business: Finance offered charts and numbers; 
Ops had product and service delivery and execution inven-
tory; Sales and Marketing was fast transforming into a dig-
ital and data-centric function; even Compliance/Legal was 
starting to adopt and explore data sets differently. HR was 
still talking about individual employee matters, regulatory 
concerns and cost – its primary mandate was, and still is, 
to control risk and cost. 

PEOPLE “UPSIDE” IS THE REAL POTENTIAL FOR 
ROI

In a service economy the vast majority of cost is peo-
ple related; this can amount to 80% of cost at many firms. 
Yet the most effective way to improve returns by a mini-
mal percentile is to extract more from what is invested in 
people, rather than reduce what is put in. 

A number of key trends are making the opportunity 
for big returns in talent management more achievable now. 
People are much more distributed in their work than before; 
broadband, mobile and Cloud have all played a part. This 
changes how cultures develop and impacts how firms man-
age, train and engage employees.

Employees also have much higher expectations due to 
advances in consumer tech, and far more empowerment 
from information transparency. We are part of a “one-click 
society” that appeals to all generations; the norm now is 
seamless, flat design and relevant service. The contrast when 
encountering corporate, enterprise-grade hardware/soft-
ware in the workplace is striking, which then affects the 
employees’ perceived value of their company. Most employ-
ees enjoy the best technology at home, not in the office.

Career pathing is a dying art at many organizations. Pre-
viously people might have stayed with the same employer 
for 20 years on their journey to MD with defined levels, pro-
grams and competencies. Organizations are now divesting, 
merging, reorging and changing so often that employee loy-
alty is rare; this in turn affects the amount the enterprise 
is prepared to invest in an individual if the expectation is 

that they will move on in three years time. 
The last significant trend relates to diversity. A one-size-

fits-all model applied top-down for talent management and 
HR engagement won’t work now. People have very differ-
ent points of view, motivations, loyalty and starting places. 
Work has never been that flexible to individual customi-
sation and in decades before demanded mass conformity, 
rather like joining the military. This does not fit for Gens 
Y and Z who don’t want to conform. The challenge for the 
modern HR person is very different and the function is 
largely unprepared. 

MODERN TIMES REQUIRE MODERN 
APPROACHES

HR teams are taking on the responsibility for training, 
engagement, culture and talent management, and are using 
third parties to get the best results rather than just look-
ing to save. LinkedIn surveys of HR leaders are showing 
increased spend on talent management.

One of the biggest risks in talent management is the 
frontline manager; so much is predicated on this person 
and they are often the single biggest point of failure. Flatter 
organizations result in greater numbers of people to man-
age; there are not many jobs now that are purely manage-
rial, with most expected to contribute individually. The 
employee experience is hugely impacted by the quality of 
their manager, which can vary significantly.

The value and methodology behind a talent review is 
currently lost on the market. There are a plethora of perfor-
mance-management tools that wrap together goal-setting, 
benchmarks, and performance-based CRM with calls made, 
touches and resolutions. But these tools ignore “potential”. 
Talent reviews assess the bench strength of an organization 
and are a crucial part of succession planning. 

Recruiting hinders talent management and in some 
respects is the enemy of employee development. The recruit-
ment industry has short-term goals and does not operate 
in the best interest of retention or maximizing potential; 
yet recruitment technology still receives the lion’s share of 
venture capital and the HR IT budget, despite many ques-
tioning its efficacy. 

ACTIVATE, EMPOWER, PERFORM

PILOT’s whole essence is to activate and empower indi-
vidual employees – this is what will change a company and 
improve performance. A lot of money has been put into 
employee engagement and listening tools top-down, but 
as employees have been measured more, their engagement 
has only been reduced. Listening on behalf of management 
and then failing to act only breeds resentment. Variants on 
perks, office design and “happy hours” have been tried; the 
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reality is that employees react badly to rigid boundaries that 
restrict them from doing what is really important to them 
at a certain time in their life/career (eg wanting to coach 
my kid’s soccer team at 3.30pm each Friday). Employers 
need to lean in to what motivates their staff, which will 
vary by individual.

WHAT MAKES EMPLOYEES TICK – AND WHAT 
TICKS THEM OFF

PILOT gives management an insight into what works 
for their employees and what irritates them. The chal-
lenge is that the highest performers leave the least time 
for self-development and are most likely to be self-driven 
and self-directed. Awareness of their state of mind and 
needs is minimal and this makes them especially vulner-
able to recruitment if the timing of an approach is oppor-
tune – the loss to the enterprise is large. Most learning and 
development content goes to the bottom 25% of employ-
ees as they have the time to do it; meanwhile their effec-
tive peers are out delivering. 

“IF WE ARE NOT MARKETING TO OUR OWN 
EMPLOYEES, WE ARE THE ONLY ONES WHO 
ARE NOT”

Training and development is based around transference 
of knowledge and development of skills. People without 
access to coaching/mentoring often get to a fork in the road 
and ask themselves if they are happy, and consider leav-
ing their employer. The recruiting complex preys on this 
state, seeking out a passive employee, saying disruptively 
that they might be happier somewhere else. One CHRO 
at a Fortune-250 firm said, “if we are not marketing to our 
own employees, we are the only company that isn’t!” Often 
an employee does not know the root cause of why they are 
unhappy. Even if they move, candidates are often extremely 
information-poor in terms of the new organization, and 
people wrongly advertise change as risk-free improvement. 

Coaching is about an individual getting to know them-
selves; an exec coach cannot read minds nor tell individ-
uals what to do. They can become aware of how they can 
help and develop their own careers. The process is like con-
ducting a board meeting for yourself on the strategic, lon-
ger-term view of your professional prospects, with some 
perspective on all the facts. It is common to do this analy-
sis of an organization, but not an individual. 

So much thought and energy is devoted to how to make 
the company do better and differently, but companies with 
more than 100 employees, especially large ones, are very dif-
ficult to change. In the last 30 years billions of dollars have 
been poured into trying to achieve top-down change, yet 
the employee experience and people management remains 

broadly the same. Person-based management assumes the 
person knows themselves best and what they need and 
value; they need to be empowered with facilitation, objec-
tivity, accountability and support. This is not something 
typically addressed in common management approaches 
and HR technology.

THE FUTURE OF WORK IS SELF-DIRECTED – BE 
“INTREPRENEURIAL” TO GET AHEAD

While employee control is on the decline, empowerment 
is not on the rise to match it. The future of work involves a 
huge element of self-directed work. This is not about poli-
cies and rules, but judgment and instinct that support com-
munication and being “intrepreneurial”. Intrepreneurial 
behavior reflects entrepreneurial skills inside an organiza-
tion and is now recognized as the most desired employee 
competency set by Fortune 500 CEOs. They are craving 
the spirit and thinking that innovators and risk takers who 
take ownership can bring to the business, to be creative 
and drive change at all levels of a firm. PILOT’s software 
is designed to spark that state in each of us, to engage a 
sense of agency, ownership and advocacy.

HOW DOES PILOT WORK IN PRACTICE?

PILOT’s software assumes that management and the 
company are not going to change, but the employee can. 
The employees take the responsibility and ownership for 
improving themselves and the company. PILOT takes tra-
ditional executive coaching and democratizes it through 
SaaS and Cloud-hosted technology. It offers a 52-week pro-
gram with weekly cadence. Most traditional talent man-
agement is intensity-driven with an event (training, offsite, 
assessment) or talent-development plan with little sustain-
able support, follow-up or measurement.  

PILOT requires just 10 minutes a week on a smartphone, 
where and when the candidate wants. Once a month the 
candidates get together for group video cohort coaching 
which is interactive and dynamic. This encourages peo-
ple to collaborate and changes behaviors in the long term. 
The structured approach does not try to cover everyone’s 
unique needs (covering the 80/20 that most need to find 
satisfaction and success in their role) but encourages them 
to take ownership of their career and feel powerful at work. 
PILOT also offers a post-platform strategy, sent direct to the 
employee via text/email. They click a link (every device is 
frictionless) and it nudges them and reminds them if they 
are getting behind. 

Coaching is often unstructured, but PILOT’s approach 
provides more structure and leverages data to improve the 
product, creating a shared experience unlike typical coach-
ing. The engagement will be shared with management and 
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HR as a layer of insight and analytics that is never usu-
ally available. The firm might know they have a turnover 
issue, but they know little about individual career goals or 
the untapped desires of their best people. The hope is that 
these insights lead to more targeted action, which is usu-
ally where siloed employee listening fails.

 PILOT collects these insights 52 times a year to reveal 
unmet needs and show how much time is being claimed 
back per employee; most claim back at least one hour per 
week as the program begins. The program coaches them 
on how to win with their manager and treat them like a 
customer. It highlights where an individual is struggling 
with their manager and treats the manager like a customer, 
rather than someone who works with the employee.

The way the reports are packaged is vital.The look and 
feel is as important as the content. PILOT offers beauti-
ful reports with embedded video, infographics, icons, and 
pithy and punchy commentary. It makes HR look great and 
delivers new insights from the top talent in the organiza-
tion. This is a different voice to the usual complaints, and 
changes the success profile for that HR person. 

The approach is practical and rooted in research and 
fundamentals such as planning, communication, discipline, 
focus, compromise, time management and prioritization. 
This technology is not taking the place of people; it is help-
ing people to be successful, a symbiosis that is repeatable, 
structured, efficient and on demand. Humans don’t want 
to coach candidates at 9pm each night, but that might be 
the only window that high-performers, who might also be 
working parents, get to develop themselves. 

The system presents data as interesting and observa-
tional, but asks the employer and employee to draw the 
conclusion. PILOT works with them rather than doing the 
work for them. PILOT can give back the value of one full-
time employee each year, at least, from saving one hour of 
time per week per employee.

The Cadillac brand strategy team was paying double 
the market rate to retain its talent. It had resorted to hiring 
from outside the traditional auto sector and many found 
their new environment too tough and wanted to leave, with 
remuneration irrelevant. The PILOT system improved 
retention by revealing unmet needs. In one instance, an 
employee wanted to do an international assignment, when 
her manager thought she wanted to start a family. She was 
never offered an international role. But she wanted to do 
this before she had a family. They had a role in Zurich that 
they had no idea how to fill, they fully backed her needs 
and she was there 30 days later. She had advocated for her-
self by declaring her need. It totally changed her career, and 
then she had a baby. She got it all. 

Despite having millions invested in so many differ-
ent solutions, PILOT enabled MetLife to achieve record 
retention and promotion rates in sales for women; pre-
viously the firm struggled to achieve its goal to promote 
more women in sales because so few were applying. The 

software gave them confidence and assurance. Such was 
the change that the employees spoke at their Women in 
Sales Summit about how PILOT helped them to change 
their client portfolio and allowed them to focus on their 
physical needs, health and wellness. Even when working 
at a company with great medical insurance, they were not 
using it to manage their health issues by consistently depri-
oritizing themselves. 

AND WHY DO MANAGERS LOVE PILOT?

Employers have said that PILOT positively changes their 
employees’ behavior. They like what they see. They have 
a lot more swagger and attitude. One manager had three 
separate one-on-ones on the same day after a PILOT group 
video coaching session. Each individual asked their man-
ager what they could do to help her. Despite being at that 
firm for 20 years, no one had ever asked her that before 
and it brought a tear to her eye. 

PILOT teaches employees that they need feedback, and 
tells them how to solicit, process  and understand critical 
development feedback. This can come from anyone, not just 
from managers, but also customers, vendors, support and 
team leads. PILOT also encourages its cohort to create an 
Owners Manual for themselves about what has happened in 
their lives, and the values and skills they bring, irrelevant of 
their academic background. It provides a holistic overview 
about how to get the best out of that person. It describes 
the things to avoid, their “please do and please don’t” list. 
Sharing this delivers some big “aha moments” when get-
ting to know someone and the way they reacted previously. 
It allows people to start to negotiate their relationship with 
their colleagues in a very human, vulnerable and authentic 
way. This simple, unstructured approach drives connection 
and how to treat each other and work together. 

Management loves the data but they love being appre-
ciated even more. The management tax is just 30 minutes 
per month to go over the analytics on a call. If they have 
to send a note to the cohort, PILOT drafts it. It is turnkey, 
time-efficient and requires zero mindshare. The objective 
position allows the right messages to be communicated back 
and forth by a neutral messenger; PILOT is the employee’s 
advocate and all messages are in support of their develop-
ment and learning. Messaging that was previously ignored 
or resisted starts to get through. 

Longer term, PILOT aims to be the Bloomberg termi-
nal of professional performance; it makes individuals bet-
ter and smarter as an embedded link to high performance. 
It is the perfect human-machine symbiosis to drive con-
sistency and efficiency so that the future of work becomes 
more self-directed. PILOT helps individuals navigate and 
propel themselves, setting the right course and velocity. •

Follow Ben @benbrooksny or email him ben@pilot.coach.
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Reading between the lines: 
defining, qualifying and escalating 
issues

Compliance systems – whether 
tech-based or manually run – will flag 
instances of risky behavior or poten-
tially non-compliant action. Some of 
these flags will be accurate and alert 
the team to issues in need of immedi-
ate attention. Some may be false pos-
itives. Some tread the middle ground. 
While the content of the alert is not 
unimportant, what is essential is how 
the compliance team manages it. Do 
they investigate it in the first line? The 
second? Or should it be moved else-
where for investigation, perhaps HR 
or Financial Crime? 

Often these alerts can be signifi-
ers of issues to come: by picking them 
up early and investigating them prop-
erly, the compliance team might shape 
behaviour and nip malpractice in the 
bud before it becomes actual abuse.

Radar sat down with industry 
experts working in the first line of 
defence, on condition of anonymity, 
to better understand how compliance 
teams are reading between the lines. 

WHO DO YOU TURN TO FIRST? 
SUPERVISOR OR TRADER, OR 
IS THAT TIPPING OFF?

When a compliance officer 
receives a flag highlighting potentially 
non-compliant behaviour that requires 
further information before it gets esca-

lated where is the first stop? Straight 
to the second line for further investi-
gation? Or are they walking across the 
trade floor and interacting with trad-
ers directly? 

As one Behavox roundtable 
attendee highlighted, building rela-
tionships across the business opens 
doors to investigatory channels:

 “I’ve built a relationship with 
the supervisors, rather than traders, 
because you effectively point out to 
them that you’re trying to save their 
behind.” 

Strong relationships mean that, 
when traders conduct themselves in 
a way that is contrary to good busi-
ness practice, the first-line staff are able 
to approach the traders’ supervisor to 
clarify. This, in turn, could clear up a 
questionable case before it becomes 
an issue or an alert.

One surveillance head at a tier-2 
firm suggested that their process would 
first involve speaking to an alternative 
supervisor to understand the poten-
tial rationale behind the actions, “so 
it would never be the trader himself 
or his boss that we’d approach.” How-
ever, another suggested that they 
would instead go to the supervisor of 
the trader, “but we’d never go to the 
trader directly...the trade supervisor 
then tends to go to the trader and say 

‘tell me what was going on here’.”
As a matter of course, most first 

line of defence roundtable attendees 
agreed “we would generally not speak 
to the trader at all” if they received an 
alert. For one, to directly approach 
a trader about potential misconduct 
would be to ruin the good relation-
ship that they’ve built and would blur 
the lines. For another, the sensitivity 
of talking to traders about their com-
munications “is slightly acrimonious, 
so that’s something that we want to 
keep as a second line activity because 
at that point we have to engage with 
them anyway.”

All our attendees agreed that 
pro-active, interruptive action at an 
early stage was vital in shaping behav-
ior and ultimately preventing abuse. 
Not all our attendees agreed that 
talking to the trader was inevitably 
acrimonious, or the breaker of rela-
tionships. Some take a more direct 
approach and tackle the issue head-on. 
As one head of trade surveillance at a 
tier-1 bank said: 

“We do go straight to the trad-
ers from the very beginning. We do 
our investigations on the day. If we 
can’t understand or frame something, 
we’ll ask them.” 

He admitted, however, that they 
wouldn’t give the trader the full pic-

by Jennie Clarke

When does an alert become an “issue”? Radar investigates the potential compliance 
power that can be harnessed when firms read between the lines of their alerts to pre-
dict and prevent abusive behaviour. 
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ture of their investigation and would 
instead lay out the fragmented pieces, 

“we’d show them a screen shot or 
something and ask them to explain 
it.” Another agreed that his team 
would potentially look to directly ask 
the trader to explain their actions, 
for instance, “why did you execute 
in that way?”, but wouldn’t let them 
know why or the focus of their inquiry. 
This allows them to fill in the missing 
pieces of the puzzle, without revealing 
the full picture.

The approaches taken by the first-

line are broad and varied. For some, 
the softly-softly approach allows them 
to maintain trader relationships and 
trust, which in turn leads to more 
effective investigations. For others, 
the hard-line approach reminds trad-
ers that they’re on the radar and that 
their actions will be noticed – lever-
aging the fear factor. This direct line 
of action proved problematic for some, 
however. The greatest concern is tip-
ping off; if you approach a trader as 
soon as you receive an alert, will they 
not quickly be wise to the issue and 

take steps to cover it up? Alternatively, 
they might shut down and refuse to 
engage, potentially hampering an open 
discussion and leading to a less effec-
tive investigation.

For the tier-1 head of surveillance, 
tipping off is not a concern: “they 
know that if we’re asking, we’re going 
to bug them about it, so they might as 
well tell us”. His firm, he added, sees 
a high-level of self-reporting activity, 
and the direct approach “simply feeds 
into this line of thinking…it’s straight-
forward”.

Some compliance experts find the best way to unpick or explain an alert is to walk across the trading floor and confront the trader directly.
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WHEN DOES A FLAG BECOME 
AN ISSUE FOR HR?

Throughout the supervisory pro-
cess, compliance teams will undoubt-
edly see behaviors that, while not 
directly in contravention of financial 
regulations, go against the expected 
conduct and culture of the company. 
Historically, these issues may have 
been swept under the corporate carpet. 
However, as Radar issue 5 highlighted, 
conduct and culture is high on the 
agenda of regulators across the globe, 
and oversight in this area could ulti-
mately spell trouble for firms. So what 
happens in these instances? Are the 
compliance team expected to tackle 
conduct issues themselves? If they 
uncover suggestions of harassment or 
bullying through their ecomms moni-
toring are they passing it on to the HR 
department – or do they bury their 
heads in the sand and overlook it on 
the basis it is not part of their strict 
market-compliance remit?

A Behavox roundtable attendee 
told us that, within his company, con-
duct issues generally get passed to HR 
in the first instance, however market 
conduct issues remain with the com-
pliance division. Another commented 
that in their previous role at a “major 
money broking company”, the com-
pliance team had taken a blanket view 
that:

“If it was conduct related, it went 
straight to HR as the compliance 
people just didn’t want to deal with 
it.” 

However, attitudes appear to be 
changing, perhaps swayed by regu-
lators’ interest in non-financial con-
duct, as one Radar contributor con-
fessed that he sees his role at a new 
company to include “supervision in 
conduct, and trying to get office lead-
ers and supervisors to understand their 
role in setting the cultural tone”.

It may be the case that the resur-
gent focus on conduct and culture is 
forcing compliance and HR to work 
in tandem on issues that compliance 

teams may have previously ignored. 
Some compliance teams appear to be 
involving HR in disciplinary action 
from the outset as a means of dam-
age mitigation, ensuring they don’t “do 
or say something that’s inappropriate”. 

Other firms have reported that the 
compliance team and HR team will 
come together in some instances and 
speak in a limited capacity about cer-
tain issues or actions they’re seeing: 

“we have discussions whereby they 
know we’re talking about some report 
and they’ll say ‘well that’s interesting...
because I’m looking at something sim-
ilar’. But they won’t say anything more.” 

The crossover between compli-
ance and HR continues to be limited 
however, most probably as a means 
of preserving confidentiality within 
the two departments. But also, a lack 
of training and understanding of how 
the other side operates limits the effec-
tiveness of collaborative investigations. 
Roundtable attendees agreed in uni-
son that they are seldom informed 
of what action HR chooses to take in 
specific cases. In some instances, the 
interplay between the two functions 
is restricted to two layers of investi-
gation; the first informing the latter, 
while remaining distinct: “we sort 

of look at everything, excluding HR 
but including compliance breaches or 
office breaches, and then HR overlay 
their stuff on top, but they don’t dis-
close the outcome to the people from 
the first half.” Another compliance offi-
cer concurred that where they escalate 
cases to HR:

“HR is like a black box. Once you 
send it in, it goes to an employee rela-
tions person and you never hear any-
thing back. So once it’s gone to HR, 
you consider it case closed.”

The extent to which conduct issues 
affect the compliance team remains a 
grey area, though arguably there is a 
necessary interplay between functions 
to create a unified expectation of con-
duct and culture. Moreover, if compli-
ance teams are picking up the scent of 
an insider threat from a misconduct 
perspective, it would be remiss if they 
failed to flag such an issue within HR. 
There’s a wider game at play here; an 
HR issue could be indicative of poten-
tial foul play across the board. If a per-
son is willing to contravene the com-
pany’s culture, they might be willing 
to flout rules and regulations in the 
future. The firms that succeed may be 

Alerts come in all shapes and sizes, from rogue trade activity to HR failures - the challenge lies 
in knowing how to manage them.
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the ones who embrace these “non-is-
sues” and take preventive steps by rea-
son of them.

FIRST AND SECOND LINES 
OF DEFENCE – WORKING IN 
HARMONY OR BETTER APART?

The interplay between the first and 
second lines of defence can be com-
plicated. There’s no blanket-rule sur-
rounding how the two should interact 
or handle certain flags or alerts. In the 
event that the first line is picking up an 
alert or an instance of risky behavior, 
how long is it before they engage the 
second line? Who takes responsibility 
for what? And at what stage?

As might be expected, in the 
absence of clear guidance, differ-
ent firms have formulated their own 
approaches. A former compliance 
officer at a large European bank, for 
instance, told us that the first line was 
responsible for operational issues “like 
trade reporting, fails, errors”. Instances 
of market abuse were left to the sec-
ond line. A roundtable attendee work-
ing in compliance at a multinational 
bank agreed that, generally speaking, 
their ops issues were handled by the 
first line. This was the only similar-
ity, however: “we have a second line, 
which works with the business – for 
the business – and they develop their 
own business surveillance which cov-
ers issues like P&L, split analysis and 
some intermediary compliance stuff. 
And then there’s a surveillance team 
who are totally independent, with 
different reporting lines, who look at 
trade behaviour and the overlay of data 
on top of that.”

At another EU bank, the first line 
are given supervisory responsibilities, 
ranging from fair-pricing to spread 
information. However, the firm con-
ducts random-sample quality check-
ing to ensure that those supervisory 
efforts meet a high standard. The head 
of surveillance at the EU bank told 
Radar that they’ve taken steps to for-
malise the standard lines to make it 
more efficient:

“You need a central system, other-
wise you start to get an inconsistent 
mess with emails and attachments 
and different interpretations.” 

Inconsistencies don’t just occur 
from bank to bank, they’re also com-
mon within firms themselves. At one 
multinational bank, for instance, there 
were inconsistencies running across 
jurisdictions, as well as across first and 
second lines. The first line of defence 
was using one system, the second line 
another. This then varied from country 
to country: the American branch, for 
example, had a decentralised approach 
whereby an issue could be immedi-
ately escalated to senior managers. 
Ultimately, the firm instructed com-
pliance departments across EMEA to 
all get on the same system and use 
it across both first and second lines. 
Consistency was key.

Radar has heard of situations 
where most issues are handled by 
the second line – or escalated to the 
second line very quickly. First-line 
employees simply aren’t equipped 
to deal with more challenging mar-
ket events, they’re often “college kids 
with no finance knowledge who are 
sending stuff through to more expe-
rienced people.”

With myriad practices across the 
width and breadth of firms, it’s diffi-
cult to establish an industry standard 
or best-practice when it comes to han-
dling issues across the first and sec-
ond lines. In many ways, it seems as 
though the industry has tangentially 
been doing their own thing – across 
banks, jurisdictions and even with the 
first and second line taking different 
approaches. Firms are treading their 
own paths, in the absence of a clear 
structure. 

For some roundtable attendees, 
this is the result of simply waiting for 
a dominant voice, regulatory or oth-
erwise: “everyone has their own view 
and it will remain like that until we all 
get together and establish best prac-
tice.” Another industry expert added, 

“I think the first regulator that speaks 
up and states what they feel we should 

be doing in the first line, in terms of 
supervision, will get a lot of attention.”

WHERE’S THE VALUE IN 
“READING BETWEEN THE 
LINES”?

The collection of alerts and flags 
of misconduct events across the busi-
ness, if stored and analysed effectively, 
can be used to build an accurate risk 
profile of each employee. Where, for 
example, a trader has been flagged for 
a number of low-profile illicit activi-
ties, combined with some HR breaches, 
or some poor (or very good) trades, 
the compliance team might begin 
to paint a picture of that individual. 
More and more we’re seeing businesses 
move away from manually risk-profil-
ing their employees and instead let-
ting technology do it for them. More-
over, if a firm is awake to the potential 
of “non-issues” being indicative of 
future malpractice, they will be better 
equipped to encourage good behaviors 
from an early stage – inevitably pre-
venting market abuse having a chance 
to blossom.

This breadcrumb trail – financial 
misconduct alerts, HR alerts, speaking 
to supervisors and traders – is invalu-
able. As one roundtable member said, 

“we put them all into the central breach 
system; the HR breaches and every-
thing else. They all feed into the cen-
tral system, which also feeds back into 
the surveillance system so when you 
receive an alert you can also see ‘hang 
on...this person’s had breaches for not 
doing their training’ or whatever else.” 
The more data you’ve got in the central 
piece, the more meaningful it becomes. 
The greater the insights, the more likely 
it is that you can predict, anticipate 
and ultimately prevent breaches from 
occurring in the first place. 

The more a firm reads between the 
lines, shares information and stores 
that information in a cohesive, intel-
ligent system – the less likely they’ll 
be on the sharp end of the regulator, 
or the press. •
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Recent studies have estimated the average cost for an 
insider breach to be between $5 and $8m. However, these 
studies focus only on readily quantifiable risks such as 
encrypted level system attacks or phishing exercises, among 
others. Particularly malicious insiders, looking to commit 
fraud or intentionally cause damage to the firm, can have 
widespread ramifications – far beyond the typical data 
breach. Aside from capital and markets exposure, employ-
ee-generated risk is the second largest risk factor organi-
zations face. 

Failure to identify and mitigate signs of insider threat 
can result in: 

• Unauthorised disclosure of confidential information.
• Exfiltration of intellectual property and data.
• Reputational damage.
• Unexpected staff leavers.
Behavox’s insider threat program uses Behavox Scenar-

ios, behavioral models and reports to identify risks and pro-
tect your company from any insider threats.

PHISHING
 
To avoid being bait for scammers, a business must take 

proactive and diligent measures. Scammers often go to great 
lengths to convince the victim that the persona they have 
assumed is legitimate – thereby ensuring they will willfully 
part with information that may compromise both individ-
ual and employer. 

Consider the following: on a busy Tuesday afternoon 
at work, you receive an email from the CEO of your com-
pany asking you to send them the capital investment plans 
for a meeting, immediately. The email domain the message 
is sent from is different, so you ponder whether it is from 
a personal email address. Under pressure, with the tone 
seeming familiar, you decide to send the plans. It results in 
a cyber breach that causes internal turmoil at your company.

The same scheme can play out with fraudsters asking 
for pipeline and employee data. In order to build armour 
against such a phishing attack, Behavox’s phishing Sce-

What's cooking in the CRX? Protect 
your company from Insider threat
Welcome to the Conduct Risk Exchange.

by Nilsu Derici

Risk history over time shows obvious spikes in alert generation that require investigation.
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nario can check whether the sender’s email correlates with 
existing emails (confirming spelling, content, style etc) in 
the organization. Additionally, the Scenario looks for sus-
picious patterns in incoming communications, such as 
requests for personal information, alarming content that 
is full of warnings and potential consequences, or offers 
of financial reward. 

UNUSUAL ACTIVITIES AND BEHAVIORAL 
MODELING

 
Running Behavox’s Scenarios alone would substantially 

protect your company from potential misconduct, but it is 
imperative that Behavioral Modeling is employed to gain 
insights about the structure of your organization, and to 
get ahead in preventing misconduct.

Developed by the CRX team, Behavioral Modeling 
detects deviation from regular employee behavior by pair-
ing unstructured communications, either verbal or writ-
ten, with structured data such as badge swipes, printer or 
proxy logins. 

Through the evaluation of different types of data, 
Behavox understands stress to be a direct result of exter-
nal circumstances; putting pressure on employees that is 
either beyond their control or unmanageable. This can lead 
to the respective employees exhibiting atypical behaviors 
and either isolating themselves from their peers, or fran-
tically reaching out for help. As is often seen in enforce-
ment cases on misconduct, financial and personal stress 
is a leading reason why employees may look to engage in 
market abuse schemes. 

 Unusual behaviors are also a key indicator of an 
employee who is likely to commit financial misconduct. 
For example, a disengaged employee who chats with exter-
nal contacts at unusual hours certainly should raise a red 
flag for the compliance officers.

Key features of Behavioural Modelling can include:
• unusual work hours;
• unusual volumes of communication;
• uncharacteristic communication with new or exist-

ing contacts or competitors;
• high levels of tension or stress within phone calls;
• disengaged employees turning up at work late and 

leaving early; and
• slow responses to emails or phone calls.
By analyzing all the aggregated data, Behavox assesses 

employee behaviors and allocates them a risk score. The 
employees that demonstrate behaviors, such as those listed 
above, will have a higher risk score when compared to their 
colleagues. This is an essential aid for compliance officers 
when conducting investigations.

UNLAWFUL DISCLOSURE OF MNPI & 
PROPRIETARY INFORMATION

 
This Scenario detects instances where employees dis-

close insider information. The main, logical component 
here is material nonpublic information (MNPI), namely 
the information that is capable of influencing the price of 
a financial instrument and that is not available to the gen-
eral public. When searching for this component in the vast 
amounts of data, Behavox looks for examples of MNPI 
such as: strategic plans; significant capital investment plans; 
negotiations concerning acquisitions or dispositions; major 
new contracts or financial results; an explicit mention-
ing of material, non-public information with synonyms. 
Behavox can also differentiate between material informa-
tion about the employee’s employer company, and mate-
rial information about third parties, such as the clients of 
an organization. 

Data is one of the most valuable assets in the 21st cen-
tury. Losing or sharing your companies’ proprietary infor-
mation could result in huge market setbacks. The propri-
etary information Scenario detects instances where research 
or information is shared with external contacts. Addition-
ally, it detects the expression of gratitude by an external 
person where they have received company proprietary 
information. This Scenario can be used with Behavioral 
Modelling, to see if the employee has displayed an abnor-
mal increase in sending emails with attachments to exter-
nal domains/parties or emails with no text or body but a 
large number of attachments. Used in conjunction, they 
form an effective detection system. •

 
Behavox runs regular scenario workshops with its exist-

ing clients, where they collaborate and compare notes on hit 
rates, successes and trends in scenario adoption, as well as 
specifying new market practices that require new scenarios 
to be built with the Behavox Scenario Factory.
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